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Your Barclaycard 
business essentials 
Need to know payment 
essentials for your business 



A welcoming word from 
Konrad Kelling 
What an exciting time to be part of the payments 
world. New regulations are keeping businesses 
safer than ever and payment technology 
continues to go from strength to strength. 

There are many more challenges to come in 2019, but that’s 
why we’re here – to help guide you through all the ins, outs 
and need-to-knows for your business. 

We’ll look at the changes to Stored Credentials, show you 
how you could open your business to millions of potential 
customers, and tell you how to strengthen your data security. 

Because at Barclaycard Payment Solutions, we mean 
business. 

Konrad Kelling  
Managing Director,  
Business Payment Acceptance  
Barclaycard Payment Solutions 
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Stored Credentials 

What’s this update about? 
Your customers now need to complete two-factor authentication when making online 
purchases. But with Stored Credentials, it can make it easier for future transactions where 
certain exemptions can be used to bypass this. 

Here, we’ve explained the need for correct flagging of Stored Credentials and given you a 
heads-up about the things you can do to make sure your business meets these new rules. 

Actions for you 
• Prepare your business to support the updates to Stored Credential and 

merchant-initiated transactions as soon as possible 

Stay on top of the latest updates for 
Stored Credentials 
The recent introduction of Strong Customer Authentication (SCA) means 
your customers will need to complete an extra check to confirm it’s really 
them when paying for things online. It’s up to you to make sure you’re on 
top of these new definitions for Stored Credentials and the new rules for 
Stored Credential and merchant-initiated transactions. 

How does SCA affect Stored Credentials? 
No matter what, your customers will need to perform a two-factor authentication check 
the first time they make an online purchase from you. This uses: 

If they’re paying you regularly, you can offer to keep the customer’s payment details 
on file for any future purchases they make – speeding up the process and minimising 
disruption to their journey. 

Something 
the cardholder 
knows, like 
a password, 
passphrase 
or PIN. 

Something the 
cardholder has, 
like a mobile 
phone, wearable 
device or token. 

Something 
the cardholder 
is, like their 
fingerprint, facial 
features or an 
iris scan. 

What’s new? 
Understandably, the schemes want to make sure customer details are used responsibly. 
So they’ve introduced new rules and definitions that place greater importance on the need 
for correct flagging of Stored Credential and merchant-initiated transactions. 

Because of this, the transaction identifier value from an estimated or initial authorisation 
transaction must be retained in the corresponding authorisation transaction. 

Why’s this change important? 

If incorrect flags are used for transactions, your business could be at risk of breaking 
regulation and scheme rules and have an increase in declined transactions. And you may 
need this functionality to stay scheme compliant. 

What can you do? 
It’s important you’re ready for the change so you can avoid any risk to your scheme 
compliance and help with the decline rates. Please make sure: 

• transactions are flagged correctly with your Payment Service Provider 

• the first transaction of a new agreement or amendment is authenticated 

• mail or telephone orders (MOTO) is only used if the transaction is a genuine mail or 
telephone order 

Not using Stored Credentials yet? Contact your Payment Service Provider to get set up. 

Jargon buster 

Stored Credential – information stored by you to process future purchases for a 
cardholder. For example, when a cardholder gives payment details to a hotel for future 
charges and reservations as part of the cardholder s membership profile, it s considered 
a Stored Credential. 
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PCI DSS 

What’s this update about? 
Any cardholder data that your business keeps on file needs to be kept securely. 
If this data is breached by someone who doesn’t have permission to access it, the fallout 
can be costly – resulting in financial penalties and damage to your reputation. 

We’re on hand to help you strengthen your data security depending on the number of 
transactions you process each year. 

Actions for you 
• Make sure your business is PCI DSS compliant and remember to re-attest your 

compliance each year 

Jargon buster 

PCI DSS – Payment Card Industry Data Security Standard. 

Data Security Manager (DSM) – it s a platform that we initially board all PCI level 3 and 4 
customers to. It lets customers show us if they re already PCI compliant. 

Proactive Security Service (PSS) – after three months, customers are auto enrolled to 
our PSS platform if they haven t managed to achieve compliance using the DSM service. 
Customers will get to benefit from PCI specialists to talk to and assistance in completing 
the required Payment Card Industry (PCI) self attestment questions. There s also a free 
fraud scanning toolkit to use. 

Protect your business from data breaches 
Along with fraud, there’s a rise in sophisticated criminal techniques being 
used to get hold of cardholder data. We know your business is important 
to you, so we want to support you in strengthening your data security. 

A data breach is when sensitive, protected or confidential data has been: 

• copied 

• transmitted 

• viewed 

• stolen or used without permission 

If your payment card data is breached, it could soon cost you dear. You may have financial 
penalties – and your business could lose the ability to take card payments. Fines are charged 
by the card schemes and apply to any cards deemed ‘at risk’. This includes cards used 
during the period of the breach, regardless of whether they’ve been used fraudulently or not. 

A breach can have regulatory and reputational impact on your business. You’ll have to 
achieve a more demanding level of Payment Card Industry Data Security Standard 
(PCI DSS) compliance, your brand will likely be damaged and there’s the risk of losing your 
customers’ trust. 

What do you have to do? 
Take time to understand your PCI DSS responsibilities and achieve compliance as soon as 
possible. Remember to check over this and re-attest every year. If your business is processing 
fewer than one million transactions each year, we can help you and your customers stay safe 
through our Data Security Manager (DSM) and Proactive Security Service (PSS). 

If you process over one million transactions a year, then one of our payment security risk 
managers is already assigned to you. Please keep them updated. 

To check the costs of DSM and PSS or if you have any queries, please go to 
barclaycard.co.uk/business/help-and-support/accepting-payments/taking-payments/pss 
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Visa authorisation 

What’s this update about? 
Visa is updating the use of their pre-authorisation service to accommodate even more 
industries. 

Based on these changes, we’ve listed a few things you’ll need to keep in mind when 
completing authorisation requests and explained what you’ll need to do to benefit from 
this update. 

Actions for you 
• Make any technical changes to get your business re-accredited with Barclaycard 

before 18 October 2019 

• Contact your Payment Service Provider or terminal provider to check they’re doing 
this for you 

Changes to Visa authorisation service 
From 18 October 2019, Visa will be changing the service which processes 
estimated authorisations (also known as pre-authorisations) to include 
new sectors. 

Something to bear in mind 
To use the estimated authorisation service, you must include an estimated indicator in 
your authorisation request. This can only be used when you’re not sure of the final 
transaction amount. Your point-of-sale vendor should know about these changes and will 
be able to help you. 

As a reminder, estimated, initial, and incremental authorisations must contain the following 
fields and values: 

• the estimated authorisation indicator must be sent in authorisations for transactions 
where the final amount is unknown 

• the incremental authorisation indicator must be included to identify an incremental 
authorisation transaction 

• the transaction identifier value from an estimated or initial authorisation transaction must 
be retained in the corresponding incremental authorisation transactions 

Using pre-authorisations? 
From 18 October 2019, businesses in the following sectors will get 31 days of authorisation 
validity from initial authorisation approval: 

• grocery stores and supermarkets 

• electric vehicle charging lodging 

• car parks, parking meters and garages 

As a merchant, you can confirm a valid payment method has been presented and hold funds 
from the cardholder’s account ahead of settlement. 

What you need to do 
This authorisation service is for customers who would like the functionality. Please note that 
if you do want to use the functionality, then the changes highlighted on the page opposite 
are mandatory. 

To benefit from this, you’ll need to make any technical changes and be re-accredited with 
Barclaycard. Speak to your terminal or Payment Service Provider (PSP) to check they’re 
doing this for you. 

Jargon buster 

Estimated authorisation (pre authorisation) – the estimated value of goods or services 
for the authorisation. 

Incremental authorisation – the difference between what was estimated and what was 
actually spent. For example, if estimated authorisation at a hotel was £300 and the 
cardholder spends more, an incremental authorisation will be completed for the difference. 
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UnionPay cards 

What’s this update about? 
You could open your business up to millions of new customers. All you need to do is start 
accepting UnionPay cards, one of the world’s largest cardholder bases. 

You’ll see the benefits of accepting UnionPay payments and a reminder about the 
UnionPay info we recently sent you. 

Actions for you 
• If your terminal solutions are supplied by Barclays, you don’t need to do anything. 

We’ll help you accept UnionPay automatically 

• If your solutions are provided by a third-party Payment Service Provider, you’ll need to 
contact them to get started 

You’ll soon be able to accept UnionPay cards 
UnionPay is one of the world’s largest cardholder bases. To date, 
UnionPay has enabled card acceptance in 174 countries and regions, 
with seven billion cards issued in 51 countries and regions, covering 
more than 52 million merchants and over 2.6 million ATMs. 

Given its global reach, accepting UnionPay payments could be beneficial for your business 
and your customers. 

What are the benefits? 
You’ll be able to attract new customers and give existing customers more flexibility on a wider 
range of accepted cards. Plus, here are a couple of rewarding stats to keep in mind: 

£2,059 
spent on average by visitors from China, 
per visit – more than three times the 
all market visitor average* 

31% 
boost in visits from China expected in 
2019 compared to 2018, as reported 
by VisitBritain† 

What you need to do 
For terminal solution(s) provided by Barclays, you don’t need to do anything – your terminal 
will be updated automatically. 

For solution(s) purchased through a third-party Payment Service Provider (PSP), you’ll need 
to talk with your PSP. 

If you use one of our ecomm product(s), we’ve sent you a letter with all the information you 
need to support UnionPay payments. 

Get started with UnionPay 
You should’ve recently received a letter from us, with the date from when you can start 
accepting UnionPay cards using Chip and PIN and contactless. The letter also included signs 
for you to display. 

If your shop window doesn’t have the new point-of-sale sticker, 
you can order some at pdqconsumables.com 

Need some help? 
If you have any queries, check out our FAQ page at 
barclaycard.co.uk/business/unionpayfaqs 
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Visa and Mastercard interchange 

What’s this update about? 
Visa and Mastercard are adding a cap to consumer inter-regional transactions and 
updating some of their interchange fees. 

We’ve explained what these changes are and when they’ll be in place. You’ll also see an 
updated interchange rate and scheme fee guide. 

Actions for you 
• You don’t need to do anything. We’ll let you know if the pricing in your agreement with 

us is impacted 

Visa and Mastercard: interchange commitments 
to the European Commission will be implemented 
On 29 April 2019, the European Commission came to a decision about interchange fees for 
transactions on consumer cards issued outside of the European Economic Area (EEA)* taken 
by merchants located in the EEA. 

Mastercard and Visa have agreed to implement interchange caps on consumer inter-
regional transactions with merchants within the EEA. They’ll come into place on the Central 
Processing Date (CPD), 19 October 2019, and the changes include: 

• 0.20% for consumer debit and 0.30% for consumer credit for Card Present transactions 

• 1.15% for consumer debit and 1.50% for consumer credit for Card Not Present 
transactions 

The new rate caps will remain in place until at least end-October 2024 for Visa and 
2 November 2024 for Mastercard. We’ll let you know if and when these commitments 
impact the pricing in your agreement with us. 

Visa domestic Business Immediate 
Debit and Prepaid interchange fees A reminder   transaction 
Visa has updated the domestic Business level reports are available to 
Immediate Debit and Business Prepaid all our customers 
interchange fees in the UK effective 17 August We offer detailed transaction 
2019. Merchants that qualify for the consumer reports that provide a breakdown 
Me-to-Me payment merchant programme of all your transactions, including 
are automatically eligible for the Business our charges and the interchange 
Immediate Debit Me-to-Me interchange fees. we ve paid on your behalf for each 

card transaction. These reports are Authentication fees 
free and are available on request on 

Effective 1 September 2019, Visa acquirer either an ad hoc or a regular basis. 
authentication request fees of £0.019 per 
transaction will apply for Visa 3DS 1.0 and To receive these reports, simply call 
2.0 transactions. This fee will appear as us on 0844 755 0095.† We will need 
‘eCom Authentication Fee’ in statements and your merchant name and address, 
combines both the Visa acquirer authentication Merchant ID and contact details. 
request fee and Mastercard SecureCode fee. 

*EEA definition as applies: 28 EU member states plus Iceland, Liechtenstein and Norway, including territories. 
†Calls to 0844 will cost no more than 7p per minute plus your phone company’s access charge (current at January 2017). 

Interchange rates and scheme fee guide – UK only 
Please be aware that the rates below apply to UK customers only who are processing transactions in pound sterling. The 
table below lists interchange and scheme fees for card payments. We pay these costs to the card schemes, such as Visa and 
Mastercard, for the processing of your transactions. This is a reference guide to give you more information about our costs, as 
detailed in your Charges and Fees Schedule. It doesn’t change your Merchant Service Charges or any other charges that you 
pay to us. The region and the channel you accept a payment from influences the interchange and scheme fees paid. 
Please bear in mind: 
• consumer cards issued within the EU will have an interchange cap of 0.2% for debit cards (except in certain territories which 

apply an alternative capping approach) and 0.3% for credit cards 
• Visa has updated the domestic Business Immediate Debit and Business Prepaid interchange fees in the UK, effective from 17 

August 2019. Merchants that qualify for the consumer Me-to-Me payment merchant programme are automatically eligible for 
the Business Immediate Debit Me-to-Me interchange fees 

• from 1 September 2019, Visa Acquirer Authentication Request fees of £0.019 per transaction will apply for Visa 3DS 1.0 and 
2.0 transactions. It’ll appear as ‘eCom Authentication Fee’ in statements, which combines both Visa Acquirer Authentication 
Request fee and Mastercard SecureCode fee 

Charge narrative 
(shown on your agreement) 

Interchange Scheme fees 

Visa Credit 0.3% to 1.6% 0.7p to 10p + 0.01% to 0.86% 

Visa Premium Credit 0.3% to 1.97% 0.7p to 10p + 0.01% to 0.86% 

Visa UK Debit 0.2% 0.7p + 0.01% to 0.02% 

For registered ‘Me-to-Me’ payment merchants these transactions will be capped at 50p for secure and £1.00 for non-secure 
transactions. Transactions made by merchants with Merchant Category Codes 6012, 6211, 9311 or 9399 meeting other certain criteria 
can qualify for ‘Me-to-Me’ interchange fees. 

Visa Purchasing1 1.35% to 2% 0.7p to 10p + 0.01% to 0.86% 

Visa Business Credit1 1.3% to 2% 0.7p to 10p + 0.01% to 0.86% 

Visa Business Debit 0.3% to 2% or 0.75% + 60 euro cents 0.7p to 10p + 0.01% to 0.86% 

Additional charges of  5p for secure and 10p for non-secure transactions will be applicable. These charges will be capped at £5.00 for 
secure and non-secure transactions and £1.50 for transactions made by registered ‘Me-to-Me’ payment merchants. Transactions made by 
merchants with Merchant Category Codes 6012, 5211, 9311 or 9399 meeting certain other criteria can qualify for ‘Me-to-Me’ interchange fees. 

Visa Corporate1 0.7p to 10p + 0.01% to 0.86% 

Visa UK Electron 0.7p + 0.01% to 0.02% 

1.35% to 2% 

0.2% 

For registered ‘Me-to-Me’ payment merchants these transactions will be capped at 50p for secure and £1.00 for non-secure transactions. 
Transactions made by merchants with merchant category codes 6012, 6211, 9311 or 9399 meeting certain other criteria can qualify for 
‘Me-to-Me’ interchange fees. 

International Visa Debit 0.2% to 1.6% or 6 to 22 euro cents 0.7p to 10p + 0.01% to 0.86% 

International VPAY2 0.2% or 6 to 22 euro cents 0.7p + 0.01% 

Mastercard Credit 0.3% to 2.25% 0.3p to 9.4p + 0.01% to 0.57% 

Mastercard Premium Credit 0.3% to 2.1% 0.3p to 9.4p + 0.01% to 0.57% 

UK Mastercard Debit3 0.2% 0.3p + 0.01% to 0.06% 

Mastercard Purchasing1,3 0.75% to 2.25% 0.3p to 9.4p + 0.01% to 0.57% 

Additional per item charges may be applicable to some large value transactions. 

Mastercard Business1,3 0.7% to 2.1% 0.3p to 9.4p + 0.01% to 0.57% 

Mastercard Corporate1,3 0.75% to 2.25% 0.3p to 9.4p + 0.01% to 0.57% 

Additional per item charges may be applicable to some large value transactions. 

Mastercard International Debit 0.2% to 2% 0.3p to 9.4p + 0.06% to 0.57% 

JCB 0.2% to 1.5% 6 euro cents + 0.05% 

UK Maestro3 0.2% 0.3p + 0.039% to 0.09% 

International Maestro 0.2% to 2.1% 0.3p to 9.4p + 0.06% to 0.53% 

Additional charge of 3 euro cents, 5 euro cents or 25 US cents may be applicable to some transactions. 

Diners Consumer Credit 0.3% to 1.50% 0.15% 

Diners Consumer Debit 0.2% to 1.50% 0.15% 

Diners Commercial Credit 1.75% 0.15% 

Diners Commercial Debit 1.75% 0.15% 

Effective from September 2019. Rates apply to UK customers processing transactions in pounds sterling. 

Mastercard refunds Will attract the rates above but may have a cap applied to interchange. From July 19, Mastercard refund caps of 5 euro 
cents were removed for commercial cards and a scenario-variable percentage of commercial card purchase interchange rates will apply. 

Notes 1For comparison purposes, some Charges and Fees Schedules will aggregate Purchasing, Corporate and Business cards into a single 
“Commercial” grouping. 2Your Charges and Fees Schedule will include UK VPAY.  As there are no cards being issued at present, they are not 
listed on this guide. 3For UK Domestic Mastercard and Maestro Debit and Prepaid Purchase transactions made with merchant category codes 
6012, 6211, 9399 and 9311, the transactions are capped at £1 for Consumer card transactions, and at £1.50 for Commercial card transactions. 
This relates to the Government and Personal Payments Interchange Fee programme. 
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Mastercard Token PAN 

What’s this update about? 
To help you take advantage of security 
validation of cryptographic data, 
Mastercard is letting acquirers send both 
token and 3DS validation data back to 
issuers. It’s another way to ensure your 
business is protected against fraud. 

Actions for you 
• You don’t need to do anything – we’ll 

process this as part of your gateway 
service 

What’s needed for 
Mastercard Token 
Service payments? 
From 5 November, 3DS Mastercard 
Token Service Payments will require 
extra identifiers to be sent to the 
acquirer by the gateway provider. 

These identifiers are used to protect your 
customers from fraud. 

Need a hand? 
If you have some questions or just want to 
make sure you’re compliant, have a chat 
with your Payment Service Provider (PSP) 
from November onwards, but please note 
that your gateway service will process these 
transactions for you so there is nothing for 
you to do. 

15 

Jargon buster 

PAN  short for Primary Account Number. It s a number 
to identify the customer’s card and account. 
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How are we doing? 
We’re always looking to improve the 
Barclaycard service and the way we 
work with you to help support your 
business. 

So to get feedback from the people that 
really matter – that’s you – we’re looking 
for businesses to help us carry out some 
research into our products and services. 

Join our research group, and you’ll have the 
chance to share your views on the issues, 
products and services that affect you – as 
well as benefitting from exclusive features 
and events. 

To get involved, sign up at ftrbz.com 

We look forward to hearing from you. 

FUTURE 
BUSINESS 
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Keep in touch for more Barclaycard Business news 

This information is available in large print, Braille and 
audio by calling your Acquirer on either 0800 1615350 
(Barclaycard Payment Solutions) or 1800 812700 
(Barclaycard International Payments). 
Calls to 0800 numbers are free from UK landlines and personal mobiles otherwise call charges may apply. Calls to 1800 numbers 
are free from ROI landlines and personal mobiles otherwise call charges may apply.  Calls may be monitored or recorded in order to 
maintain high levels of security and quality of service. 

Barclaycard is a trading name of Barclays Bank PLC and Barclaycard International Payments Limited. 

Barclays Bank PLC is authorised by the Prudential Regulation Authority and regulated by the Financial Conduct Authority and the 
Prudential Regulation Authority (Financial Services Register number: 122702). Registered in England No. 1026167. Registered Office: 
1 Churchill Place, London E14 5HP. 

Barclaycard International Payments Limited, trading as Barclaycard, is regulated by the Central Bank of Ireland. Registered Number: 
316541. Registered Office: One Molesworth Street, Dublin 2, Ireland, D02 RF29. Directors: Paul Adams (British), James Kelly, Mary 
Lambkin Coyle and Michael Reed (USA). Calls may be recorded for security and other purposes. 
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