Redefine
advantage
in Customer
Experience
Transforming transactions into
seamless customer experiences
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Payments: At the
heart of the Customer
Experience revolution
No business can afford to ignore customer experience.
Although there is nothing new in being customer-centric,
the digital revolution and the rise of mobile commerce have
transformed the marketplace and created new demands
and opportunities. Customer experience is where businesses
will win or lose in the digital age.

The omnichannel experience

David Gebhardt
Managing Director,
Payments, Barclaycard

Payments are playing a key part in
this transformation. No longer simple
transactions, they are being shaped by a
wide range of converging technologies as
well as the impact of open banking. The focus
is now increasingly on removing customer
pain points and offering a more streamlined
and rewarding payment experience across
all channels. Not only does this mean greater
speed and convenience at checkout, whether
online or in-store, it also means better
security and the creation of value-added
payment services.
Thanks to technology, every point in the
payment journey is an opportunity to build
stronger customer relationships. Millennials,
and now Generation Z, are important
demographics in this change. As digital
natives, they live a connected, mobile life
and today’s payments must meet these
frictionless expectations, while also satisfying
regulatory requirements such as PSD2 and
strong customer authentication (SCA).

Introduction

A secure and
seamless success
This whitepaper explores the
developments in payments that are
revolutionising customer experience,
and how payment providers are building
end-to-end systems that combine
new and emerging technologies to
achieve the ultimate contactless and
omnichannel experience. To succeed
in the modern commercial world,
payments must be more than just swift
and secure; they must be integrated
and delivered when, where and how
customers want.
Omnichannel is the foundation for
the new payments landscape, and
smartphones are at the creative centre.
In parallel, we are seeing the growth of
invisible and instant payments,
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as well as exciting advances in
biometrics, machine learning,
data analytics and a host of other
developments that will impact payment
journeys. Innovation is everywhere, from
Amazon Go to Barclaycard initiatives
such as Grab+Go and Dine & Dash.
It’s a fast-changing and highly
competitive field. Businesses must invest
in the right technologies to stay ahead
of the curve and ensure their payment
infrastructures not only meet basic
processing needs, but also provide the
versatility and insights to deliver an even
better service. That’s why it’s vital to
work with a payment partner who
can look beyond the transaction level
– a provider who understands payments
at every level and knows how, and
where, to redefine advantage to create
the best possible customer experience.

Section 1 – Customer Experience
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Section 1

Creating a seamless CX
Building omnichannel transactions
Multichannel and omnichannel may sound like two sides of the
same coin, but it’s important to differentiate the two. While both
involve selling across multiple channels and platforms, the key
difference is customer experience (CX), and how the concept
is applied across both approaches.
Multichannel refers to siloed channels, such as
bricks and mortar stores and online platforms,
which operate independently of one another
and which organisations use to sell to
consumers. On the other hand, omnichannel
signifies a unified, seamless operation
between multiple touchpoints – a fusing of the
shopping experience across all channels.
This seamless shopping experience
ranks high for UK consumers who value
convenience (26%) above price (24%)
as a primary influencer when it comes to
making purchases on brand websites1.
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The customer journey, of which
payments plays a huge role, is no longer
the linear procession – awarenessconsideration-purchase – it used to be.
Nowadays, the journey represents a maze
with numerous twists and turns, with
multiple repeat visits and retracing of steps
across interactions with online shopping
carts, card readers, contactless payments,
digital wallets and keyed transactions.
Building an omnichannel solution means
being able to take payments where,
when and how your customers
want – with security assured.

Big Commerce | 2018 Omnichannel Report grow.bigcommerce.com/rs/695-JJT-333/images/report-2018-omnichannel-buying.pdf
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Another advantage that an omnichannel
solution brings is that it can provide your
business with important insights into
customer behaviour, sales and market trends.
This knowledge and data can be used to
further enhance the customer experience.
Combining convenience, flexibility, security
and value-added services, omnichannel
provides the strongest foundation for a
customer experience strategy that goes
beyond simple transactions.
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This increase in smartphone usage has led
to the smoothing of the path to purchase3
as people use their phones and other
connected devices as part of the buying
process – omnichannel in action.

Payment solutions
should be viewed as
strategic decisions to
drive differentiation.

The path to purchase
Technology has improved the payment
journey with the proliferation of smartphones
and other ‘smart’ wearables giving
consumers all kinds of tools they need to
complete transactions quickly, securely and
on the move. The number of UK smartphone
users is rising steadily and by 2022 is
predicted to reach 54 million, an increase
of over 12 million new users since 20152.

Add to this the growing variety and
versatility of today’s payment technologies
and it’s clear businesses need to look at
their payment solution as more than just
a business decision. Viewed through a
customer experience lens, the choices
businesses make about their payment
solutions should be viewed as strategic
decisions to drive differentiation.

Section 1 – Customer Experience

6

Personalising the
customer experience
Using payment innovation to solve customer
pain points is a key part of this experience
evolution. When considering how to disrupt
the taxi industry, Uber didn’t start thinking
about how customers can pay via an app
– they looked at it first from a customer
experience point of view. How could they
improve the experience of ordering and
using a taxi, an experience which historically
has so many clunky pain points? It’s about
understanding the evolving consumer, their
expectations, needs and challenges, and
reacting appropriately.
One expectation which needs particular
focus is the concept of personalisation,
a notion which has increased in relevance
due to technology.

22% of businesses
say that they don’t
have anybody
responsible for CX.
Barclaycard survey of British
businesses, 2019.

Consumers are very demanding and
solutions should therefore always be tailored
to audiences. This is evidenced by the
staggering growth of subscription boxes,
an industry that is flourishing because of the
consumer desire for personalised products
delivered in a highly engaging way.
According to a report from Royal Mail,
the value of the subscription box market
is predicted to be worth £1billion by 2022
– a rise of 72% from £583 million in 2017.
Some 27% of UK customers have already
signed up to a subscription box service,
with 40% of consumers saying they will
join a subscription scheme in the future.4
The same thought applies to online-only
subscription services such as Netflix,
a platform which offers easy-to-access
subscription and tailored content for
each and every consumer.
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Essential Retail | Analysis The rise of subscription boxes essentialretail.com/analysis/rise-of-subscription-boxes/
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The invisible payment
As well as providing a personalised offering,
decoupling the act of shopping from paying
is a key part of why subscription services
are so popular. But this concept also matters
elsewhere online, as well as in-store.
It’s about the ‘how, ‘where’ and ‘when’
of consumer payments.
A central tenet of the payment journey
should be about making payments
disappear entirely from the customer
shopping experience. This move towards
‘invisible payments’, where payments
are triggered automatically without the
consumer having to do anything, is growing
both in popularity and revenue potential.
The invisible payment industry is forecast
to process nearly £60bn in transactions
by 2022, up from £7.5bn in 2017.5
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Juniper Research | Smart store technologies to generate over $78 billion in annual transaction revenue by 2022 juniperresearch.com/press/press-releases/
smart-store-technologies-to-generate-over-$78-bn

7

Section 1 – Customer Experience

Living in an omnichannel world
All businesses have diverse needs and
customer bases, but not all have an
omnichannel strategy. In fact, a recent
Barclaycard survey of British businesses
revealed some eye-opening results:
•

•
•
•
•

89% believed it was either ‘very
important’ or ‘fairly important’
for all of their customers to have
a seamless payment journey.
Just 16% said that they had
a specific CX team.
22% said that no-one in-house
was responsible for CX.
23% said that they had an
omnichannel strategy.
56% revealed that they didn’t
– and 21% didn’t know.

Businesses should be focusing their
attention, energy and budget towards
building a multi-touchpoint journey that
fuses shopping experiences.
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Section 2:

Paytech priorities
Making the right paytech choices
Digital technology, and specifically payment technology
(paytech), is transforming payments more quickly and
profoundly than at any point in the past.
Today, thanks to the power of the internet and the growth in popularity of mobile
commerce, payment channels have multiplied and customers are becoming
more discriminating and demanding. This is a wake-up call for merchants. As new
and emerging technologies provide rewarding customer experiences, it’s vital to
adopt the payment strategies that create personalised services that suit individual
customer preferences.

Meeting customer needs
Businesses must plan wisely and build systems that are interoperable, scalable and
flexible. On top of that they must deliver value-added services as well as meet the
fundamental customer requirements of speed, convenience and security – for every
generational segment.
Millennials and Generation Z, digital natives both, have turned the ubiquitous
smartphone into a hub for everyday life, and are increasingly using it for payments
and to manage their finances. But payment systems and strategies must also be
inclusive to meet the needs of older generations, for whom cash and traditional
payment methods are still important.
In fact, when a recent Barclaycard survey asked UK consumers how they
prefer to pay for day-to-day purchases – online or in-store – the continuing
popularity of such methods was clear. For example, while 45% of
respondents said they prefer to use a debit card and 21% favour
cash, only 5% opted for a digital wallet as their top choice. And when
asked about the prospect of going completely cashless, 41% said
they would be willing – of the rest, 53% said they would not while
6% didn’t know.1
This balance will continue to shift in an increasingly digital
world and offering choice will be key. There is one common
denominator. All customers want their omnichannel payment
journey to be as frictionless as possible.2
So how is the marketplace evolving, what technologies are
currently available, and what does the future hold for paytech
and customer experience?

1
2

Barclaycard survey on payments and customer experience, conducted by YouGov, April 2019.
CEOworld | Consumer Appetite For Frictionless Payments Is Rapidly Accelerating. Don’t Get Left Behind ceoworld.biz/2019/03/01/
consumer-appetite-for-frictionless-payments-is-rapidly-accelerating-dont-get-left-behind/
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A Payments POV
In large corporate organisations, payment strategy tends to sit
in one of a number of different places. Traditionally, it was always
the responsibility of the CFO or finance department, however,
given the growing importance of technical integrations and
consumer journeys, the payments arena has become so much
more than simply a utility service viewed only through a cost lens.
Payment strategy increasingly sits with the CIO or CTO, where
it must be closely aligned to overall technology strategy. This is
beneficial, as it means new releases delivering either regulatory
requirements or improvements to customer checkout journeys
can be delivered within an overall roadmap rather than competing
for technical change budgets and schedules.
More forward-thinking businesses have started to employ
Customer Experience Officers (CXO) or even Payments Directors,
who will lead on optimising the moment of payment as part of the
overall customer journey. Such organisations find themselves in a
better position to create and maintain low-friction payment flows,
including being one step ahead of the forthcoming two-factor
authentication rules under PSD2.
In our view, corporate organisations driving true value from
excellence in payments have cross-functional teams that include
finance, tech and marketing / customer experience. They will also
be working closely with their payments partner to drive an
overarching plan that removes friction for consumers and
optimises authorisations at point of sale.

Steve Lappin
Managing Director,
Corporate Payments
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Payments: a vanishing act

The road to invisibility

Payment providers have always looked to
pursue the most frictionless and accessible
route for customers. And now payments are
all but disappearing. In the digital era, the goal
is to make transactions as unobtrusive and
seamless as possible, while still ensuring that
data is secure and customers are protected
from fraud.

Amazon exemplifies invisible payments
with its checkout-free store. Opened in
2018, Amazon Go5 has no cashier, no cash
or card transactions, just a fully automated
shopping experience based on mobile sensor
technology. Shoppers simply select what they
want and then leave, with no need to queue
at a checkout. Everything is completed with
a simple tap on a smartphone.

The arrival of contactless payments,
introduced in the UK by Barclays in 20073,
marked the start of a revolution that has
streamlined the payment process and
improved the checkout experience – in some
cases, removing the physical checkout
altogether.

Similarly, Domino’s Pizza has introduced an
invisible payment option with its Zero Click
ordering app. Once you open the app, your
selection is automatically ordered unless you
cancel within ten seconds.6

The trend now is for invisible and instant
transactions, so that payments are
pushed further into the background and
are unseen and automatic. In 2017, a report
by Juniper Research suggested that
invisible payments will process more than
$78 billion in transactions by 20224 – and we
are starting to see this innovation capture
consumer interest.

Barclaycard has been exploring its own
invisible payment technology and has trialed
a queue-less checkout concept for stores.
Called Grab+Go7, it transforms a smartphone
into a ‘pocket checkout’, allowing customers
to scan items as they shop and then complete
their purchase with a single click before walking
out. Barclaycard introduced the technology
in its own canteens across five sites in the UK
and US, and it reduced the average purchase
time from five minutes to just 27 seconds.

Barclays | Ten Years of Contactless https://home.barclays/news/2017/09/ten-years-of-contactless/
Juniper Research | Smart store technologies to generate over $78 billion in annual transaction revenue by 2022 juniperresearch.com/press/press-releases/smartstore-technologies-to-generate-over-$78-bn
5
Amazon Go | amazon.com/b?ie=UTF8&node=16008589011
6
Retail Dive | Domino’s overshadows competition with zero-click mobile ordering, incentivized Instagram game retaildive.com/ex/mobilecommercedaily/dominosovershadows-competitors-with-zero-click-mobile-ordering-incentivized-instagram-game
7
Barclaycard | home.barclaycard/media-centre/press-releases/barclaycard-trials-new-queue-less-checkout-payment-concept-grab-go.html
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Away from the retail sector, the principle
of ‘tap and go’ is firmly embedded
in transport systems such as the
London Underground, while Uber
has clearly demonstrated the value of
invisible payments in building strong
relationships and promoting customer
loyalty. Put simply, frictionless payments
make for frictionless journeys. Across
both the transport and retail sectors,
greater speed and convenience leave a
lasting impression with customers.

Payment models and trends

Although invisible payments have a
future across all sectors, creating the
right infrastructure requires considerable
investment and complex integrations.
And, as with any revolutionary payment
method, trust is a factor. Many people
are concerned about data privacy and
fraud – in a recent Barclaycard survey,
43% of respondents who use cashless
payments for day-to-day purchases said
they worry that they may be exposed
to fraud.8 Older generations in particular
may feel less comfortable with change
and could need more persuasion to
adopt new technologies.

Mobile is fundamental to the
omnichannel model, which means
payment gateways should be capable
of accepting all the popular mobile
payment options. If a gateway is
unable to handle mobile commerce,
it will damage customer experience
and restrict business. That’s why
Barclaycard’s Smartpay gateway
enables customers to pay quickly, easily
and securely across any device.

Mobile payment schemes are built
on technologies such as NFC (near
field communication) and QR (quick
response) codes, and there are now
many digital wallet and in-app payment
methods such as Apple Pay and Google
Pay that make purchases quicker and
more convenient. Fast food restaurants,
such as the Barclaycard Dine & Dash
restaurant9, are a good use case.

With the variety of payment methods
now available, merchants must build
platforms according to customer
preferences and purchasing habits.
Although this will vary from sector to
sector, versatility is the key.

Barclaycard survey on payments and customer experience, conducted by YouGov, April 2019.
Barclaycard | home.barclaycard/media-centre/press-releases/Barclaycard-launches-first-Dine-and-Dash-restaurant.html
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Keeping the customer safe
Customers want confidence as well as convenience. A survey by PYMENTS in
collaboration with Visa in the US last year found that 78% of respondents said
saving time was their main reason for using a connected device to make a purchase.
However, a similar number (79%) also said that concerns over data security could
inhibit them from doing so – an 11% increase on the previous year.10
Businesses must develop payment systems that balance security with speed
and convenience, which means safeguarding payments with technologies that
won’t undermine customer experience. Below are some current and emerging
security solutions:

1. Tokenisation
Tokenisation provides strong security without creating checkout friction
by protecting customers’ credit or debit card details while payments are
being processed.

2. Biometrics
Biometric systems provide high levels of authentication without requiring passwords
or smart cards. Instead, they rely on biological characteristics such as fingerprints
and iris scans. Biometric solutions are particularly useful in meeting two-factor
authentication, which is a requirement for SCA under PSD2.

3. Self-sovereign identity (SSI)
SSI is a secure digital identity that is unique to individuals or organisations, with
owners having sole control over their identities and how they are shared and used.
Barclaycard is exploring the possibilities and has formed a partnership with a fintech
company and an SSI specialist. See the Sovrin case study [on page 17]

10

VWO | Actionable Tips to Build Trust on Your eCommerce Website vwo.com/blog/trust-in-ecommerce/
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Tailoring tech to customer preference
Paytech’s trajectory is clear and highlights the investment considerations that
businesses must make to ensure they have the right strategies for customers
today, and more importantly, tomorrow.
Technology is fragmenting the marketplace and creating more payment options
and touch-points. Customers are now digitally sophisticated and connected –
particularly the younger generations – and are wedded to online and mobile
commerce. Service expectations have changed and because there is no single
route for payments, merchants must create seamless payment platforms that
are tailored to customer preferences and provide speed and convenience without
sacrificing security.
Across all sectors, the goal for paytech is to deliver the optimum in-store, online
and in-app experience. From store technologies that track your shopping and then
bill you invisibly, to apps that order and pay for your favourite pizza in an instant,
the commercial world and payment journeys are becoming increasingly frictionless
and transparent.
The marketplace is undergoing rapid change and it is the role of payment providers
to look ahead and help merchants develop the right strategies and technologies
for their customers.
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Case Study

Case Study:

Identifying the
consumers of tomorrow
Digital technology is transforming both payment systems
and customers’ expectations. One concept which is fast attracting
equal measures of support and suspicion is that of digital identities,
or self-sovereign identity (SSI). It refers to the idea of individuals,
or businesses, having sole ownership of their digital identities,
as well as control over how their personal data is shared and used.
The solution is based on blockchain technology,
where no intermediary is needed, which can safely
store data and provide a proof of ID
for life.
By hosting a digital identity without the
need for a growing multitude of passwords, SSI
can hugely simplify online transactions
for both customers and companies.
With this in mind, Barclaycard Payment Solutions
recently partnered with fintech firm and SSI experts
Evernym in a 12-month Barclays-led Accelerator
programme to explore the business, customer,
legal and technical benefits of SSI.
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Case Study

Evernym and Sovrin
Evernym’s spinoff firm Sovrin is dedicated to
developing the SSI concept. Sovrin was set up
as a global, decentralised public utility so it’s
available to everyone, owned by no one and
the software is absolutely free.
The company uses SSI to verify and store
personal details, from payment cards to
addresses to passport numbers, and creates
a unique smart identity that can automatically
fill in online forms. It’s a single-click system
that speeds up customer transaction times
and makes life easier when buying online.

Collaboration for identification
Evernym is now using Sovrin to develop
tools and products that make it easier for
businesses to integrate SSI capabilities.
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Ultimately, this could reduce cybercrime,
protect personal identities and simplify
identity challenges on a global scale.
Together, Barclaycard Payment Solutions
and Evernym can help create better, safer
futures for customers around the world.
Jamie Smith, Strategic Engagement Director
at Evernym, believes that SSI will revolutionise
the way that individuals manage their data.
“Everyone has multiple usernames and
passwords – and some people use the same
password for everything – hackers love that,”
says Smith.
“And it’s not just your email account they can
take – once they’ve got your passwords, they
can steal your whole identity pretty quickly.
We’re making the whole online journey safer.”

Case Study
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Simplicity and privacy

The future is now

When it comes to GDPR and privacy
regulations, Sovrin offers a great solution.
For example, now, if a business needs to
establish that a customer is over 21, it has
to ask for their full date of birth and store
that data for future use – creating a potential
target for fraudsters. With SSI, a business can
verify a customer’s age using the data stored
on Sovrin. It gives customers more control
over the data they share and organisations
a much more efficient and streamlined datamanagement process for personal data.

Sovrin is already being used in around
50 organisations across six continents.
Partnering with Evernym is a great way for
Barclaycard Payment Solutions to become
a part of the global SSI movement.

“The idea behind SSI is that I can prove
anything about myself to anyone, at
any time, and organisations can do the
same. It enables us to build trusted digital
connections,” says Smith.

“With access to Evernym’s insight, tools
and expertise, we are really able to speed
up our learning about Sovrin and SSI.
And most importantly, we can rapidly develop
real solutions that solve real customer and
business problems,” said Ed Black, Director
of Innovation & Product at Barclaycard
Payment Solutions.
SSI is going to play a huge role in the
payments market, and thanks to the
partnership with Evernym, Barclaycard
Payment Solutions will be ready for it.

Section 3
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Section 3:

Combining security
with innovation
How regulations impact customer experience
With the switch to online commerce, and in particular
mobile transactions, payments are now overwhelmingly digital.

While this shift to digital means more speed
and convenience for customers, it brings
increased security risks and opens the door
to cybercrime.
The second Payment Services Directive
(PSD2) is a response to these developments.
It replaces the original directive, which is
inadequate for the digital age, came into force
in January 2018 and applies to all countries in
the European Economic Area (EEA). Security
is just one part of PSD2, as the regulation
covers a range of reforms that will transform
European payments, and, in consequence,
reshape customer experience.

Change is always unsettling, even when
it is for the greater good, and PSD2 is not
without its detractors. Some say we will lose
as well as gain, not least if increased security
creates friction for shoppers. But this is
not necessarily the case. The new security
environment, coupled with innovation in
banking practices and increased competition,
can be positive for customer experience
if executed in the right way.

Section 3

PSD2 should be seen as an opportunity
rather than a challenge. It is a chance
for businesses to assess their systems
and practices, and build competitive
advantage. With the right help and the
best technologies, they can provide
an even better experience for their
customers.
This section explores what PSD2
means in practice and how merchants,
payment service providers, fintechs
and other third parties must cooperate
to ensure the new regulation achieves
its objectives.

The aims of PSD2
The directive includes more than 100
articles on a wide range of payment
topics, and the broad aims are to
increase security while promoting
innovation and competition.
This can be summarised as follows:
•
•
•
•
•

Make it easier and safer to use
internet payment services
Protect consumers against fraud
Promote new mobile and internet
payment services
Strengthen consumer rights
Strengthen the role of the EBA

In terms of customer experience,
the most significant changes are
the regulations for strong customer
authentication (SCA) and open banking.
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SCA: Application and
interpretation
Two-factor authentication
From 14 September 2019, there will
be a phased roll out of PSD2’s twofactor authentication criteria in the UK.
By September 2021 all eCommerce
transactions (within certain categories
and values) must be authenticated
according to the Regulatory Technical
Standards (RTS), which is the legislation
that provides the framework for strong
customer authentication.
SCA requires all non-exempt payments
to undergo two-factor authentication.
This means that authentication must
be based on two out of three possible
security checks. Namely: ‘something
you know’, ‘something you are’, and
‘something you have’.
A username or password is an
example of something you know; a
fingerprint would count as a biometric
representation of what you are; and a
phone is an example of something
you have.
Balancing security with
frictionless commerce
While there is little disagreement that
we need stronger authentication to
prevent online fraud, some people claim
that the two-factor rule will create a
bottleneck. Customers hate delays and
complexity, so it follows that SCA will
undermine the checkout process and
lead to cart abandonment. Additional
layers of control, the argument goes,
are sure to damage sales.

Section 3

The first thing to realise is that security is
an intrinsic part of customer experience.
Speed and convenience are the most
immediate and tangible factors, but nothing
damages customer experience more than
a serious security breach. With security
comes trust, and trust is what builds
lasting relationships.12
Although it’s easy to see why SCA might
have a negative impact on merchants and
customers, the correct approach will ensure
a smooth transition. With the right
preparation and infrastructure, SCA will
perform as intended, protecting customers
from fraud but without adding friction to
the payment journey. Moreover, it can be a
positive experience for customers and
a strategic advantage for businesses.

12
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The benefits of 3D Secure 2
A new security protocol called 3D Secure 2
(3DS2) is smoothing the way for SCA. 3D
stands for the three domains covered by the
protocol: merchant acquirer domain, issuer
domain and network domain (ie, the payment
system). 3DS2 is an updated version of the
long-established 3D Secure protocol and it
represents a new approach to security that
reflects the realities of the mobile era.
The original version of the protocol was
not designed for mobile payments, so was
detrimental to customer experience. One of
the main drawbacks is that it relies on popup windows, which are difficult to distinguish
from phishing sites and often don’t work on
mobile browsers.

KPMG | Customer experience is driving change in the payments sector assets.kpmg/content/dam/kpmg/xx/pdf/2018/09/customer-experience-isdriving-change-in-the-payments-sector.pdf
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3DS2 promotes frictionless authentication,
and is expected to be the main method
to comply with SCA. To help authenticate
transactions, it covers more than 100 data
points, 10 times the number previously
available. If the data is sufficient to generate
trust, the transaction will qualify for
frictionless flow. This is a big improvement for
customer experience, as the ability to share
more data is likely to increase the number
of transactions that can go unchallenged.
Better with biometrics
With 3DS2 comes biometrics, which will
greatly improve customer experience in
the long run. As one option under two-factor
authentication, biometric recognition has
a growing number of possibilities that
combine speed and convenience with high
levels of security.
Fingerprints have long been used, but now
we have iris recognition, voice recognition,
behavioural recognition and several other
emerging techniques. It should be noted that
not all biometric methods can necessarily
be used to authenticate under 3DS2, but
biometrics are considered more secure than
passwords. Your security is carried with you
at all times, there is nothing to remember,
and you have a unique portable identity. As
the technology is refined and customers
become more familiar with the different
options, biometrics will not only reduce the
risk of fraud but also help to cut down cart
abandonment rates. In addition, SCA and
the adoption of 3DS2 may prompt further
innovations in biometrics as developers
see the potential for more secure and userfriendly authentication experiences.
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Countdown to SCA
The future belongs to those who adopt
3DS2 and understand how to make the
most of exemptions and apply two-factor
authentication prudently.
The key for minimising friction at the
checkout and maintaining a positive customer
experience is to keep fraud rates low and
use intelligent data management to maximise
exemptions. The successful application
of SCA is a matter of interpretation, good
judgment and sensible technology
choices – reinforced by partners who can
help you transition smoothly to the new
payments environment.

Section 3
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Open banking:
Adding value to payments
Putting customers in control
Together with security, innovation is a huge
part of PSD2. This is where open banking
comes in. Although we are only at the start
of the open banking revolution, it will have
a very big impact on customer experience,
how payments are made and what type of
value-added services can be introduced to
the payment journey.
Open banking brings choice. Thanks to the
ruling that banks must open their APIs to
third parties, allowing non-banks to develop
a wide range of services, customers can
take control of their finances and shape the
marketplace. It means new ways to pay, new
customer propositions, new financial insights
– all driven by customer demand.
Data is a plus for payments
By accessing and understanding payments
data, merchants can improve customer
experience and build loyalty initiatives.
They can use payment data to log a
variety of metrics, such as spending
habits, which can then be used to provide
a more personalised service.

This is possible because open banking
makes data accessible and enables the
growing community of fintechs and thirdparty payment providers to create new
offerings. With the advanced tools available
today, we can uncover hidden patterns and
build a more complete picture of customers
and their payment preferences and
financial needs.
Embracing PSD2, and particularly the
creative opportunity presented by open
banking, will strengthen your competitive
position and diversify your business
proposition. Those who view PSD2 as
a way to redefine advantage, rather than
a compliance issue, will be the winners
in the new regulatory environment.

Conclusion

Conclusion:

Serving you to serve
your customer
Customer experience can build a business or
break it. While that might seem obvious, and
has always been the case, it has never been
more apparent than today. Our fast-changing
online and mobile world is founded on digital
experiences and new definitions of service
culture and brand appeal. Just think
of Amazon Go, reinventing the store concept.
Technology has transformed the way we
engage with businesses and heightened our
expectations for customer service. We expect
speed, convenience, seamless connectivity.
We want services that are available across
any channel, any time. Services that are
personalised and on-demand wherever
we are.
But security and privacy are also vital,
and must not be sacrificed for progress.
We continually seek innovations that will
improve our lives and make day-to-day tasks
simpler and more rewarding, in a safe and
secure environment. Everything must be
connected and controlled, focused on our
needs and preferences as sophisticated
digital consumers.

23

Conclusion

24

This is the challenge facing payments.
As this whitepaper has shown, the payment
journey is fundamental to customer
experience and will determine who succeeds
or fails as eCommerce becomes mCommerce
and omnichannel and ‘invisible’ become the
norm. Whatever the technology or shopping
trend, payments must follow.

Knowing which payment solutions to adopt
can be daunting for businesses. How do you
choose the right systems? How do you make
the right choices to be compliant as well as
commercial? From artificial intelligence and
machine learning, to blockchain and advanced
biometrics, the payments landscape is
continually shifting.

The new regulatory environment and the
speed of technological change underline
how important it is for businesses to find the
right payments strategy to both serve their
customers and satisfy the regulators.

At Barclaycard, we understand payments
across every channel and every customer
need. Our approach is firmly omnichannel
and end-to-end, balancing security with
convenience. We stay ahead of trends and
regulatory requirements, constantly looking
to the future so that we provide your
customers with experiences that promote
loyalty and repeat business.

Because payments are no longer simple,
one-dimensional transactions, businesses
must consider all the many touch points that
impact customer experience, and then build
the most appropriate infrastructure to serve
different needs. Whether in-store, online, or
increasingly mobile and in-app, payments
are continuously evolving – and so is the
resourcefulness of fraudsters.

Find out more at
barclaycard.co.uk/
corporate-payments
Call us on 0800 056 1242
Monday – Friday, 9am-5pm

Calls to 0800 numbers are free from UK landlines and personal mobiles, otherwise call charges may apply. To maintain a quality
service we may monitor or record phone calls. Barclaycard is a trading name of Barclays Bank PLC. Barclays Bank PLC is authorised by
the Prudential Regulation Authority and regulated by the Financial Conduct Authority and the Prudential Regulation Authority (Financial
Services Register number: 122702). Registered in England. Registered No. 1026167. Registered office: 1 Churchill Place, London E14 5HP

