
 
 

 
Barclaycard Payment Security case study 

 
Level 2 retailer data breach 

 
 

This case study concerns a level 2 merchant who experienced a card data breach in their e-
commerce channel in mid 2013. 
 
The merchant operates in the Retail sector with e-commerce, MOTO, and F2F payment channels and 
turnover of £150–£200m pa. 
 
The merchant was participating in the Visa TIP scheme, with data security issues described as being 
taken ‘very seriously’, and considered to be ‘ahead of the curve’ by their QSA. 
 
The payment process within the merchant’s e-commerce channel was for card details to be taken in 
memory and passed to the payment gateway and exchanged for card tokens, with all Sensitive 
Authentication Data (SAD) detail removed.  
 
If the payment gateway was not available, card details were taken and encrypted using an RSA 2048 
public key and passed to a host system for decryption. Authorisation and card details were then 
tokenised and SAD removed, with the private key stored on the host platform with additional 
security. 

 
The merchant was alerted to the data breach by performance issues with their website and a 
subsequent crash.  A zero day vulnerability1 was discovered, triggering their Incident Response Plan. 
Their web site was secured within 11 hours of discovery of the breach and the merchant self notified 
card schemes and their acquirer. 
 

 
Attack timeline 

 
Within minutes of identifying a potential breach and attack vector, scripts were written to expose 
any new attacks and a team put in place to kill any injected code or rogue processes manually and a 

                                                           
1 An attack that exploits a previously unknown vulnerability in a computer application 
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security patch was applied to prevent further attacks. The merchant took their web servers offline in 
turn and rebuilt from their most recent clean back up.  
 
A clean site was up and running within 11 hours of the attack discovery, and security professionals 
were engaged within 1 hour to confirm the extent and nature of the attack and any export of data. 
 
The merchant described their Incident Response Plan as being ‘essential’ in guiding them through 
the necessary steps and processes they followed after discovering the data breach. 
 
The merchant self-notified card schemes, their acquirer, the police, the Information Commissioners 
Office and their customers. A Forensic PFI was appointed and all customer passwords were re-set. In 
terms of the impact on the merchant’s business, although there was no evidence of lost data at the 
time or since the breach, their customers generally appreciated the honesty of their communication 
and the advice given. 
 
Some disruption was caused due to customer queries, and although there was minimal sales impact 
there was a significant cost incurred by the investigation. 

 
The merchant’s Operations Director acted as Incident Response team leader, with the Operations 
Director informing card schemes, the ICO and their acquirer, who they described as acting as the 
‘gatekeeper for card schemes on process and outcome’. 
 
In terms of advice in light of the merchant’s experiences:  “An Incident Response plan is essential. PCI 
guidance on critical patching within 1 month is far too long – ours was less than 6 hours from formal 
patch release.” 
 

Barclaycard can help  
If the worst should happen the Barclaycard Payment Security team are there to help, providing 
advice and assistance to ensure merchants undertake the necessary remedial activities to enable 
them to revalidate their PCI DSS compliance within the time frames stipulated by Card Schemes, 
avoiding the risk of further potential fines, and helping merchants to continue accepting payments in 
a secure and compliant environment. 
 
For further help and advice please visit www.barclaycard.co.uk/pcidss or email PCI.Taskforce@barclaycard.co.uk 

 


