
Mobile payment acceptance 
 

Adapting to the ever changing mobile devices market 
 

 
The past 2 decades have witnessed significant technology advances in mobile devices, from the early personal 
data assistants (PDAs) of the late 1990s, to the ubiquitous and multifunctional smartphones of today.  
 
Almost everyone in the developed world now has one, and their use is steadily growing as the technology 
becomes increasingly more powerful and universal  - cameras, MP3 players, GPS navigation systems and 
games have all been integrated, with mobile point of sale, or mPOS, technology now also upon us. 
 
These advances have blurred the virtual boundaries between home, the office, and the high street enabling 
constant access to email, mobile banking, business applications, and card payments all to be taken on one 
device. 
 
The consumerisation of mobile applications and devices 
Although mobile devices have had the ability to run third-party applications for some time, the days when 
these were just simple games or basic business functions are long gone. The arrival of the App Store has 
provided a single location to download or purchase a multitude of increasingly complex applications ranging 
from music identification software, to video conferencing, to digital wallets. 
 
People increasingly want to be able to do all the things on their personal devices as they do on their work 
devices - and vice a versa - which presents a growing range of risks and challenges. 
 
The growth of mobile payment acceptance 
The growth of mobile payment acceptance is a natural bi-product of the growth in smartphone ownership. In 
2011, annual smartphone shipments overtook PC shipments (at 425 million), and are expected to exceed the 
billion mark by 20161.  
 
It is estimated that more than 70% of the population in developed countries have a smartphone2. At the same 
time, smartphones are becoming better connected with 4G networks offering far higher speeds than fixed 
broadband services, and data tariffs are continuing to fall. Smartphone use is expected to follow the same 
general trajectory well into the future, with small businesses and merchants increasingly turning to them as 
the universal tool of the 21st century. 
 
The dynamics within the payment industry are also changing. Suppliers, such as processors, internet payment 
service providers (iPSPs), payment facilitators and independent sales organisations (ISOs), are offering more 
services along the acquirer value chain. Mobile network operators and mobile handset manufacturers are also 
entering the payment space. Growth and change within the payment ecosystem is driving innovation, and 
mobile commerce and mobile acceptance in particular. 
 
Mobile technology is a catalyst for change and growth within the payment industry and is driving new ways to 
pay and be paid, with merchant and consumer appetites shaping the future. Consumers expect products and 
services to be available online quickly – even financial services – which is both an opportunity and a threat for 
everyone in the ecosystem. 
 
The need for Regulatory Compliance 
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With the increased convenience offered by mobile payment acceptance at the Point of Sale come new risks to 
the security of cardholder data and the need for compliance with the Payment Card Industry Data Security 
Standard (PCI DSS). 
 
Securing account data at the point of capture is one way that you can actively help in controlling these risks. 
Validated Point-to-Point Encryption (P2PE) solutions are now listed on the PCI Council (PCI SSC) website. If you 
choose to accept mobile payments, these solutions may help you in your responsibilities under PCI DSS. 
 
A major benefit of using a validated P2PE solution for mobile payment security is scope reduction. This means 
that a validated and properly implemented acceptance solution for processing your mobile payments may 
lessen the requirements for your annual merchant compliance with the PCI DSS. Scope reduction can 
dramatically reduce the cost and effort of compliance. You will still be responsible for compliance with PCI DSS 
requirements for merchant policies and procedures, for contractual agreements with your P2PE solution 
provider, for physical protection of payment assets, and for following the P2PE Instruction Manual. 
 
 
 
 
 

 
 
 
For merchants interested in utilising an off-the-shelf mobile payment acceptance solution: 
 
• Partner with a Provider of a Validated Solution 
 
Validated P2PE solutions ensure that cardholder data is encrypted before it enters a mobile device. Using a 
validated and properly implemented P2PE solution greatly reduces the risk that a malicious person could 
intercept and use cardholder data. Solution providers will often provide you with a card reader that works with 
your mobile device. Validated solution providers will have a list of approved card readers (also called Point of 
Interaction or POI) that have been tested to work securely with their solution. The solution provider is 
responsible for ensuring that any POI used with their solution has been validated as compliant with the 
appropriate PCI SSC security requirements, including the Secure Reading and Exchange of Data (SRED). 
 
Your solution provider will also tell you how to safeguard your mobile payment acceptance system. This 
guidance is contained in a P2PE Instruction Manual (PIM). Your acquirer or payment brand may ask you to 
complete a P2PE Self-assessment Questionnaire as part of your annual PCI DSS validation – including 
confirming that you are following the solution provider’s PIM. You should coordinate with your acquiring bank 
or payment brand. 
 
For merchants interested in building their own mobile acceptance solution: 
 
• Use an Approved Point of Interaction (POI) Device 
 
Mobile devices are not necessarily designed to be secure input or storage devices for cardholder data. Your 
mobile payment solution thus requires additional technology, including encryption, to secure cardholder data 
acceptance. The first part of a secure mobile payment solution is an approved “point of interaction,” which is 
the technical term for an approved PIN entry device (PED) or approved secure card reader (SCR) used to 



capture and encrypt cardholder data for a transaction. For example, the illustration above shows two options: 
one is a SCR used to swipe the magnetic stripe of a payment card; the other is an approved PED for reading a 
card and manually entering a PIN. All these devices have a single purpose: to safely capture and encrypt 
cardholder data. As and when devices become approved, they will be listed on the Council’s website. 
 
Barclaycard can help 
The award winning Barclaycard Payment Security team are leading experts in merchant payment security and 
PCI DSS compliance management. For further help and advice or to switch your card acquiring to Barclaycard 
please visit www.barclaycard.co.uk/pcidss or email us at PCI.Taskforce@barclaycard.co.uk 
 


