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Introduction 
 
Barclaycard has become increasingly aware that merchants may not be fully aware of 
the roles  and functions of the various bodies responsible for creating and applying the 
Payment Card Industry Data Security Standard (PCI DSS);  the rules and requirements 
stipulated by the Card Schemes; or the various options that are now available which 
can enable merchants to attain the necessary levels of compliance to provide key areas 
of their businesses with protection from card scheme non-compliance and non-
progression fines without reaching full PCI DSS compliance. 
 
Barclaycard would like to take this opportunity to walk our customers through some of 
the various ways in which your business is able to work through compliance. 
 
This presentation has been complied by Michael Christodoulides our Payment Security 
Manager who specialises in Third Party Risk Management and Louise Hunt a Payment 
Security Risk Manager. 
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Agenda and Aims of Call 
This call aims to provide a summary of: 
 
• The roles and functions of the relevant bodies associated with the PCI DSS 
• The necessary information to enable merchants to fully understand their compliance 

obligations and make informed decisions regarding the compliance options available to 
them,  

• How to reduce the risk of non-compliance and non-progression charges at less cost and 
effort than by aiming for full PCI DSS compliance over a potentially longer period of time 
 

We shall be encompassing: 
 
• Setting your compliance strategy 
• Validation Options 
• Summary and Recommendations 
• PCI Merchant levels 
• High Risk sectors 
• Visa Merchant Agent & Registrations 
• PA-DSS 
• Retirement of PCI PTS v1.0 PEDs  
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Satisfying Visa Europe & MasterCard 
 
 
The term Card Schemes refers to the main brands e.g. Visa, MasterCard etc, who are the 
owners of the payment scheme into which a bank or any other eligible financial 
institution can become a member. By becoming a member of the scheme, the member 
then gets the possibility to issue or acquire the transactions performed within the 
scheme. The acquirer, Barclaycard in this case is a member and operates under license 
from the schemes.  
 
We Barclaycard, are responsible in ensuring all merchants that store, process or transmit 
Card Holder Data (CHD) are managed, supported and informed of all the validation 
initiatives and requirements. We are required to submit specific information on your PCI 
DSS Validation status to Visa & MasterCard on a quarterly basis. 

http://en.wikipedia.org/wiki/Visa_Inc.
http://en.wikipedia.org/wiki/MasterCard
http://en.wikipedia.org/wiki/Bank
http://en.wikipedia.org/wiki/Financial_institution
http://en.wikipedia.org/wiki/Financial_institution
http://en.wikipedia.org/wiki/Issue
http://en.wikipedia.org/wiki/Acquiring_bank
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Setting your compliance strategy 
 
By identifying and aligning compliance strategy by payment channel type, merchants may 
realise the benefits of PCI DSS compliance in key areas of their business significantly earlier and 
at less cost and effort than they might by aiming for full compliance across their entire business. 
 
• Begin by identifying your payment channel types eg MOTO/F2F/eComm etc 

 
• Are you storing SAD? (Sensitive Authentication Data) – This is your key priority (You will also 

need to understand if SAD is stored in your call recordings) 
 

• eComm will be your highest risk area and should be treated as a priority. 
 

• Are there any quick channel wins? 
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Validation Options 
 Visa Europe recognises that the journey to PCI DSS compliance can be a significant challenge for 
merchants and other participants in the payment system.  For this reason the following options 
are available to allow merchants to validate their compliance with Visa Europe’s PSR compliance 
programme:   
 
• Full PCI DSS compliance: Grant ‘safe harbour’ from penalties and allocation of incremental 
counterfeit fraud losses in the event of a data compromise for acquirers whose merchants 
complete and maintain milestones 1-6 of the PCI DSS.   
 
•PCI DSS prioritised approach: The prioritised approach is only appropriate to merchants who 
are required to submit a Report on Compliance (ROC) or merchants who are completing a Self 
assessment Questionnaire (SAQ) D. For merchants who use the prioritised approach for 
validating PCI DSS compliance, Visa Europe will: 
 
Consider merchants completing and maintaining milestones 1-4 of the PCI DSS as compliant and  
waive non compliance/non-progression charges; and Grant ‘safe harbour’ from penalties and 
allocation of incremental counterfeit fraud losses in the event of a data compromise for acquirers 
whose merchants complete and maintain milestones 1-6 of the PCI DSS. 
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Technology Innovation Programme (TIP):  
 

The Visa Europe Technology Innovation Programme is part of Visa Europe’s on-going strategy 
to protect the payment system and advance security practices that will help secure cardholder 
data. This programme rewards investment in, and use of, EMV technology as it decreases the 
value of transaction data to criminals. 
         
For merchants that meet the defined criteria for EMV maturity, as outlined in the Technology 
Innovation Programme guide (available to download from Visa Online), Visa Europe will: 
 
• Recognise merchants completing and maintaining milestones 1 and 2 of the PCI DSS; and  
• Grant ‘safe harbour’ from penalties and allocation of incremental counterfeit fraud losses in 

the event of a data compromise for acquirers whose merchants complete and maintain 
milestones 1-4 of the PCI DSS.  

 
Minimum criteria to qualify for the Visa Technology Innovation Programme 
To secure these PCI DSS compliance benefits, a face-to-face merchant must meet all of the 
following criteria Merchants must have, at a minimum:  
 
i. previously satisfied PCI DSS compliance validation by completing milestones 1-4 of the 

Payment Card Industry’s Prioritised Approach for PCI DSS, or  
ii. previously completed milestone 1 of the Payment Card Industry’s Prioritised Approach for 

PCI DSS and conducted a PCI DSS gap analysis against milestones 2, 3 and 4.  
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Visa TIP (Cont.) 
  

The merchant must have an agreed action plan in place with their acquirer to actively address all  
identified gaps within a specified time-frame.     
 
Annually, at least 95% of the merchant’s total face-to-face POS transaction count must originate 
from chip-enabled devices. To qualify, a chip-enabled device must:  
 
i. be a Visa approved device;  
ii. have a valid and current EMV type approval;   
iii. have passed Visa’s Acquirer Device Validation Toolkit (ADVT) and, where contactless 

technology is used, VpTT 
iv. testing requirements; and 
v. have no reported and/or outstanding interoperability issues.   
 
The merchant must not have been involved in an account data compromise within the last 12 
months. This criterion may be waived at Visa Europe’s discretion if the merchant has 
subsequently validated PCI DSS compliance after the compromise event.  
 
The merchant must establish, and annually test, an incident response plan, describing what to do 
in the event of a suspected account data compromise. This response plan must be consistent  
with the most up-to-date version of Visa Europe’s ‘What to do if compromised’ guidance. This 
guide is available for download at: http://www.visaeurope.com/en/ais/    
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Visa TIP (cont.) 

   
Note: Merchants that solely operate as e-commerce and/or Mail Order/Telephone Order (MOTO) 
do not qualify for this programme and must continue to annually validate their PCI DSS 
compliance in accordance with Visa Europe’s PSR compliance programme.   Merchants who 
operate both a qualifying face-to-face channel as  well as one or more Card Not Present (CNP) 
acceptance channels (such as mail order, telephone order, e-commerce) and/or are 
connected to a franchise network and cannot demonstrate adequate segmentation (as defined in 
PCI DSS) between their face-to-face channels and their other acceptance channels/franchise 
networks do not qualify for the TIP programme. As such, they must continue to comply with all 
existing Visa Europe PSR programme requirements.   
 
For merchants that operate globally and/or are multi-acquired, Visa Europe will review a 
merchant’s eligibility on a case-by-case basis. 
 
So to summarise: 
 
• Card Present: Milestones 1&2 or Visa TIP or P2Pe (Validated Solution) 
• Card Not Present  for eComm: Milestones 1-4 
• Card Not Present MOTO Milestones 1-4 
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  Self Assessment Questionnaire (SAQ) 
 

The SAQ is a validation tool for level 2 merchants, level 3 merchants and level 4 e-commerce  
merchants. To help determine which SAQ is relevant to a merchant payment environment,  
please refer the SAQ documents on the Payment Card Industry Security Standards Council (PCI   
SSC) website: https://www.pcisecuritystandards.org    
 
Note: merchants can only confirm compliance if they meet all of the criteria of the relevant SAQ 
they are completing.   
 
Using innovative technologies: The introduction of innovative approaches to transaction  
security, such as P2PE and tokenisation, allow alternative and, in some instances, simpler paths 
to achieving and validating compliance with PCI DSS. If an acquirer has any merchants, who are 
contemplating deploying P2PE solutions, Visa Europe strongly recommends that merchants 
deploy encrypting terminals that support the Secure Read and Exchange (SRED) module from 
PCI PIN Transaction Security (PTS). 
 
In addition, to help future proof the business investment in new terminal deployments, it is 
strongly advisable that terminals deployed as part of a P2PE solution support a contactless/Near 
Field Communication (NFC) interface conforming to Visa Contactless Payment Specification 
(VCPS) 2.1 or later. To discuss P2PE please contact the AIS team at datasecuritystandards@visa.com 
 
Please refer to Visa Online/AIS/Resources for further information regarding TIP 
(https://www.eu.visaonline.com/eu_ais/) 

mailto:datasecuritystandards@visa.com
https://www.eu.visaonline.com/eu_ais/
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Visa milestone approach 
 

Visa Europe has been running a milestone approach for a number of years, requiring acquirers to 
demonstrate the progress of their merchants through the stages of preparing, committed and 
on to full compliance.  Additionally, Visa Europe has reviewed market-based security (EMV) 
solutions in Denmark, Iceland and Portugal and it has been deemed that these solutions provide 
adequate risk mitigation, for example, through encryption of data and/or 
retailers who do not have access to card payment data. Other markets such as Spain and 
Sweden are also in the process of implementing EMV-based security solutions where the card 
payment data is removed from the point-of sale environment. Acquirers in mature EMV markets 
such as France where the up-take of iCVV is substantial also have the option to apply reduced 
compliance validation requirements in recognition of the investment in EMV technology 
(provided that retailers do not store sensitive authentication data). 
 
It is, however, important for Visa Europe to provide all its markets with a clear risk-based 
prioritisation approach and acknowledge risk mitigation from a validation point of view. Visa 
Europe and Visa Inc. have been instrumental in ensuring that the global Payment Card Industry 
Security Standards Council (PCI SSC or the Council), devise a risk based prioritisation guide to 
implementing the PCI DSS.   
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Visa options 
  The PCI SSC has provided clear guidance to the card payment industry on how PCI DSS can be 
implemented and, more crucially, the relative importance of the PCI DSS requirements from a 
risk protection point of view. The Council’s announcement divides the PCI DSS requirements into 
six implementation milestones, milestone one being the most important to implement in order to 
mitigate the risk of data compromise and the consequences of a breach.  
 
Capitalising on the PCI SSC announcement on a risk-based prioritisation approach Visa Europe 
has adopted a policy on PCI DSS compliance validation that provides acquirers with flexibility, 
while still prioritising the key elements which secure cardholder and account data. 
 
Further detail on the PCI SSC Prioritised approach can be found at 
https://www.pcisecuritystandards.org./education/prioritized.shtml   
  
For a copy of our Data Compromise leaflet, contact a member of our team via 
PCI.Taskforce@barclaycard.co.uk  

mailto:PCI.Taskforce@barclaycard.co.uk
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MasterCard validation options 
 

A qualifying level 1 or level 2 merchant located outside the U.S. region may use the MasterCard 
PCI DSS Risk-based Approach, pursuant to which the merchant: 
 
Validates compliance with the first four of the six total milestones as follows: 
 
• Level 1 merchants must validate compliance through an onsite assessment conducted by a 

PCI SSC approved QSA, or by conducting an onsite assessment using internal resources 
that have been trained and certified through the PCI SSC offered ISA programme. 

• Level 2 merchants must validate compliance using a Self Assessment Questionnaire (SAQ) 
completed by internal resources that have been trained and certified through the PCI SSC 
offered ISA programme. Alternatively, level 2 merchants may validate PCI DSS compliance 
via an onsite assessment. 

• Annually revalidates compliance with milestones 1-4 using an SAQ. The SAQ must be 
completed by internal staff trained and currently certified through the PCI SSC offered ISA 
programme. 
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MasterCard validation options 
 To qualify as compliant with the MasterCard PCI DSS Risk-based Approach, a merchant must 

satisfy all of the following: 
 
• The merchant must certify that they are not storing Sensitive Cardholder Data 
• On a continuous basis, the merchant must keep fully segregated the ‘card not present’ 

transaction environment from the ‘face to face’ transaction environment. A face to face 
transaction requires the card, the cardholder, and the merchant to all be present together at 
the time and place of the transaction. 

• For a Merchant located in the Europe region, at least 95% of the Merchant’s annual total 
count of Card-present MasterCard and Maestro transactions must occur at Hybrid POS 
Terminals. 

• For a merchant located in the Asia/Pacific region, Canada region, Latin America and the 
Caribbean region, or South Asia/Middle East/Africa region, at least 75 per cent of the 
Merchant’s annual total count of Card-present MasterCard and Maestro transactions must 
occur at Hybrid POS Terminals. 

• The Merchant must not have experienced an ADC Event within the last 12 months. At the 
discretion of MasterCard, this and other criteria may be waived if the Merchant validated full 
PCI DSS compliance at the time of the ADC Event or Potential ADC Event. 

 
The Merchant must establish and annually test an ADC Event incident response plan. 
Information about the PCI DSS Prioritized Approach is available at: 
www.pcisecuritystandards.org/education/prioritized.shtml 
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MasterCard (cont.) 

 About the MasterCard PCI DSS Compliance Validation Exemption Programme 
A qualifying level 1 or level 2 merchant may participate in the MasterCard PCI DSS Compliance 
Validation Exemption Programme (the ‘Exemption Programme’), which exempts the merchant 
from the requirement to annually validate its compliance with the PCI DSS. 
 
To qualify or remain qualified to participate in the Exemption Programme, a duly authorised and 
empowered officer of the merchant must certify to the merchant’s acquirer in writing that the 
merchant has satisfied all of the following: 
 
• The Merchant validated its compliance with the PCI DSS within the previous twelve (12) months or, 

alternatively, has submitted to its Acquirer, and the Acquirer has submitted to MasterCard, a defined 
remediation plan satisfactory to MasterCard designed to ensure that the Merchant achieves PCI DSS 
compliance based on a PCI DSS gap analysis: 

• The Merchant does not store Sensitive Card Authentication Data. The Acquirer must notify MasterCard 
through compliance validation reporting of the status of Merchant storage of Sensitive Card Authentication 
Data; 

• The Merchant has not been identified by MasterCard as having experienced an ADC Event during the prior 
twelve (12) months. 

• The Merchant has established and annually tests an ADC Event incident response plan in accordance with 
PCI DSS requirements; and 

• At least 75 percent of the Merchant’s annual total acquired MasterCard and Maestro Transaction count is 
processed through the Dual Interface Hybrid POS Terminals, as determined based on the Merchant’s 
transactions processed during the previous twelve (12) months via the GCMS and/or Single Message 
System. Transactions that were not processed by MasterCard may be included in the annual acquired 
Transaction count if the data is readily available to MasterCard. 
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MasterCard (cont.) 

 
• An Acquirer must retain all Merchant certifications of eligibility for the Exemption 

Program for a minimum of five (5) years. Upon request by MasterCard, the 
Acquirer must provide a Merchant’s certification of eligibility for the Exemption 
Program and any documentation and/or other information applicable to such 
certification.  An Acquirer is responsible for ensuring that each Exemption 
program certification is truthful and accurate. 
 

• A Merchant that does not satisfy the Exemption Program’s eligibility criteria, 
including any Merchant whose Transaction volume is primarily from e-commerce 
and Mail Order/Telephone Order (MO/TO) acceptance channels, must continue to 
validate its compliance in accordance with the MasterCard SDP implementation 
schedule. 
 

• All merchants must maintain on-going compliance in accordance with the PCI DSS 
regardless of whether annual compliance validation is a requirement. 
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Summary of Validation Options 
 
Summary and recommendations 
 
It is very important that merchants consider the way they process payment card 
transactions within their organisations and understand the impact this may have 
on their PCI DSS compliance options, as this could enable key areas of their 
businesses to avoid the risk of card scheme non compliance and non 
progression charges significantly earlier and at less cost and effort that might 
otherwise be required to become fully PCI DSS compliant. 
 
Barclaycard urge all merchants to understand fully the compliance options 
available to them and recommend they adopt the approach outlined in this paper 
as a guide to setting their compliance strategy, seeking the services of a QSA or 
their ISA for further help and advice as necessary. 
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Merchant PCI DSS Levels 
 

PCI DSS merchant levels 
 
All merchants who store, process, or transmit cardholder data must be PCI 
compliant. Each merchant that is categorised as a Level 1, Level 2 or Level 3 
merchant is required to report its compliance status directly to its acquiring 
bank. 

 
Determining merchant level often raises questions for many companies. To 
accurately determine merchant levels, merchants should contact their 
acquiring bank, and with their assistance complete the following steps:  
 
o Determine merchant level using their transaction volumes from the 

most recent 52-week period 
o Confirm necessary PCI validation requirements (Onsite or Self-

Assessments, Self-Assessment Questionnaire, External Vulnerability 
Scan) 

o Engage an approved vendor, as appropriate, and follow the validation 
procedures 

 
Once a merchant had been verified as compliant, the merchant must submit 
the validation requirements to their acquiring bank who will then report the 
merchant’s compliance status to the Card Schemes 
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High Risk Sectors 
  

 
• eCommerce 

 
• Hotels and Leisure - Hotels are typically level 4 merchants and pose a continuing source of 

account data compromise.    
 
• Aviation Industry  
 
Your acquirer should have made contact for prompt compliance due to the high risk  
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Visa Merchant Agent and registrations  
 Over the past few years there has been an increase in non-compliance and data security risk exposure directly 

related to merchant agents’ operations and business practices which have caused substantial reputational and 
financial risk. 
 
Merchant agents play an increasing role in the payment system, offering numerous types of services which can, an 
do, play a vital role in expanding the opportunities for card payments, however, they also bring new risks. 
 
Merchant agents are entities that provide Visa account payment related services to merchants or other third party 
agents, including sponsored merchants, through a direct or indirect contractual arrangement. Entities that provide 
such services only to Members of Visa Europe are not included in this framework, as their registration is managed 
through a separate process. 
 
The merchant agent risk management framework outlines principles which are designed to provide a robust risk 
control framework, clearly defining roles and responsibilities and setting expectations to the merchant agent 
community. The principles reinforce the requirement on Members to ensure that their merchants use only agents 
which can demonstrate adequate levels of data security and acceptable business practices. The framework requires 
merchant agents to register and validate their controls and commitment to not introduce legal, financial or 
reputational risks into the Visa System. 
 
These services are defined as those that would come into contact with cardholder information, directly or indirectly, 
and include, but are not limited to, payment gateways, payment applications, shopping carts and web hosts. 
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Visa Merchant Agents (cont.) 

       
Merchant agent registration 
 
To participate in the Visa System, merchant agents must register with Visa Europe at 
www.visamerchantagents.com  and provide information on key risk dimensions.  
 
Merchant agent participation agreement 
 
Merchant agents are required to agree to a set of terms and conditions to comply with performance and security 

criteria which will be determined by Visa Europe. Agreements will stipulate that, but not be limited to: 
• On approval of registration, merchant agents will be listed on Visa Europe’s website.  
• Visa Europe will have a right of audit in order to contain risks associated with data compromises and/or to 

conduct forensic investigations into suspected or confirmed data compromises of Visa cardholder and 
account data. 

• Visa Europe will have a right of audit of a merchant agent’s business practices, transaction processing 
operations and contracts with respect to the protection of the Visa brand and the interests of Members.  

• Costs of audits and any other associated costs will be paid by the merchant agent. 
• Visa Europe may, at its discretion, deny registration, or de-list or prohibit merchant agents from 

participating in the Visa Europe payment system. 
 

http://www.visamerchantagents.com/


Page 22 

Merchant Agent Registration  
 

      
In respect of MasterCard and other card schemes the company G2 Web Services, 
LLC has create a publicly accessible web survey known as www.serviceprovidersurvey.com where service  
providers/third parties record that they work with Merchants who accept MasterCard and other scheme 
cards e.g. Discover/JCB/ Visa Inc.  
 
G2 operates www.serviceprovidersurvey.com to assist global acquiring banks in identifying the service 
providers used by their merchants. Once identified, G2 works to gather the survey information necessary 
from the service provider to streamline and facilitate their registration with the various card networks. 

http://www.serviceprovidersurvey.com/
https://www.cpsregistration.org/
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Payment Acceptance Data Security 
Standard (PA-DSS)  
 
Payment applications (software) play a critical role in the processing, transferring and storage of card 
payment data, and in the small to medium sector payment applications are typically generic ‘off-the-shelf’ 
POS software products supplied either by the acquirer or payment application vendors.  
 
The PA-DSS has been developed by the PCI SSC to provide a global level of certified security for merchants 
(and their acquirers) when determining which payment application to use for card acceptance.  The PA-DSS 
applies to any commercially available applications which store, process or transmit card payment data.  It is 
designed for payment applications that are sold, distributed or licensed to third parties and are installed 
‘off-the-shelf’ with little or no customisation. The availability of PA-DSS certified application will significantly 
reduce the risk of data compromises at small and medium sized merchants, as well as the cost for these 
entities to achieve and maintain PCI DSS compliance.  Whilst use of PA-DSS certified applications will not 
guarantee compliance with PCI DSS, it will go a long way in securing card payment data, and will remove 
many of the risks which entities may face (sometimes inadvertently) as a result of the functions of their 
payment application. 
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Payment Acceptance Data Security 
Standard (PA-DSS) 

Where payment application solutions whose security and protection of card payment data equate or exceed the 
security requirements of PA-DSS, this will be recognised by Visa Europe for compliance validation purposes. As I 
the case with PCI DSS, compliance recognition of new risk mitigating technologies would not in any way alter an 
acquirer’s liability in the event of a data compromise owing to a flawed payment application. ‘Safe harbour’would 
only apply to certified PCI DSS compliant merchants. 
 
The PA-DSS applies to any commercially available applications which stores, processes or transmits card  
Payment data. It is designed for payment applications that are sold, distributed or licensed to third parties and 
are installed ‘off-the-shelf’ with little or no customisation. Stand-alone point-of-sale hardware terminals are not  
in-scope for PA DSS.  Visa Europe has proposed the following to streamline the existing mandates as follows:  
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Payment Acceptance Data Security 
Standard (PA-DSS) 
  

With immediate effect: all merchants using payment applications that either store (or cause to be stored)  
Sensitive authentication data post-authorisation must move to applications that do not store sensitive  
authentication data within six months of the application being identified as storing sensitive authentication data; 
 
With immediate effect: all merchants who are new to card acceptance and use an application that meets the 
Eligibility criteria set out in https://www.pcisecuritystandards.org/documents/which_applications_eligible_for_pa 
dss_validation.pdf,  only use a PA-DSS validated application;  
 
With effect from 31 December 2012: any merchant using a payment application that is listed as 'vulnerable' by 
either Visa Europe or Visa Inc. must either upgrade the application to remove the identified vulnerability or use a 
PA-DSS compliant version of the application within six months of the application being identified as vulnerable.    
 
The first two steps in the mandate will ensure that vulnerable POS and payment applications are forced out of 
the market and that new entrants in the payment system do not invest in old technology thereby exposing 
themselves and other participants to unnecessary risks.   

https://www.pcisecuritystandards.org/documents/which_applications_eligible_for_pa
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Retirement of PCI PTS v1.0 PEDs 
  
After 30 April 2014 no new PCI v1.x PEDs (devices designed and tested to PCI PED version 1.x  
specifications) can be deployed in attended (face-to-face), semi-attended or unattended environments.  
Devices already in deployment may be replaced by devices of the same type, but only in the event of  
breakdown or malfunction. No new deployment of these devices will be permitted, which would either  
increase the overall number of such devices in the field or Replace a fully operational v1.x PED with a v1.x  
PED. 
 
By 31 December 2017 all PCI v.1x PEDs (devices designed and tested to PCI PED version 1.x  
specifications) used in attended (face-to-face) and semi-attended environments must be replaced by  
devices which are Visa approved for deployment at the time of deployment. 
 
By 31 December 2020 all pre-PCI and PCI v.1x PEDs (devices designed and tested to PCI PED version 1.x  
Or Earlier specifications) used in an unattended environment must be replaced by devices which are Visa 
approved for deployment at the time of deployment.  
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Retirement of PCI PTS v1.0 PEDs 
   

Recommendations and impact 
 
It is recommended that v1.x PEDs be replaced by the most up-to-date devices possible to 
mitigate the need to replace these devices soon after this replacement cycle. In the future, Visa 
Europe intends to specify that PEDs should not be deployed once their approval expires and that 
they should be withdrawn from use within 44 months of the approval expiry date. 
 
As the approval of PCI v2.x PEDs expires on 30 April 2017; Visa Europe intends to mandate that 
new v2.x PEDs should not be deployed after this date and that all PCI v2.x PEDs will have to be 
replaced by 31 December 2020. It is recommended that all PCI v1x PEDs used in attended (face 
to-face) and semi-attended environments which use the same slot to read both the chip and the 
magnetic stripe be replaced before 30 April 2015 by devices which are Visa-approved for 
deployment at the time of deployment. 
 
If an Account Data Compromise Event occurs as a result of the use of a PCI v1.x PED which uses 
the same slot to read both the chip and the magnetic stripe in an attended or semi-attended 
environment after 30 April 2015 data compromise liabilities may apply. 
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                       Find us on  
 
 
 
 

Barclaycard Business Solutions Payment 
Security 

 

  

www.youtube.com/watch?v=-ngt2buzI7Y  

 
www.youtube.com/watch?v=ucwDxTa-RLI  

 

http://www.youtube.com/watch?v=-ngt2buzI7Y
http://www.youtube.com/watch?v=-ngt2buzI7Y
http://www.youtube.com/watch?v=-ngt2buzI7Y
http://www.youtube.com/watch?v=-ngt2buzI7Y
http://www.youtube.com/watch?v=-ngt2buzI7Y
http://www.youtube.com/watch?v=ucwDxTa-RLI
http://www.youtube.com/watch?v=ucwDxTa-RLI
http://www.youtube.com/watch?v=ucwDxTa-RLI
http://www.youtube.com/watch?v=ucwDxTa-RLI
http://www.youtube.com/watch?v=ucwDxTa-RLI
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Awards and credentials 
  
Elected Board member of the Payment Card Industry Security Standards Council (PCI SSC) 
  
Winner of FSTech Awards Compliance Project of the Year 2013 
  
Winner of FSTech Awards Anti-Fraud/Security Strategy of the Year 2013 
  
Winner of Data Security Award , MPE Awards 2012 
  
Winner of Merchant Award, MPE Awards 2012 
  
Winner of Information Security Team of the Year, SC Magazine Europe Awards 2012 
  
Winner of Information Security Team of the Year, SC Magazine Europe Awards 2011 
  
Winner of the Data Security Award, European Card Acquiring Forum (ECAF) Awards 2010 
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