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Introduction 

  

The Payment Card Industry Data Security Standard (PCI DSS) was introduced in 
2004 to help protect businesses and their customers’ payment card information. 
 
PCI DSS is about preventing card payment information held by merchants, or their 
third parties, from being used fraudulently, and avoiding the consequent financial 
and reputational losses that can result. 
  
PCI DSS is not a standard for standards’ sake; it is a collection of good data security 
practices and controls that are often already in place. It just happens to focus 
specifically on payment card holder data. 
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The digital era… 

• By 2015 there will be more interconnected devices on the planet than humans.* 

• What’s mobile? 

– Full-featured mobile phones with functionality similar to personal computers, or “smartphones” 
– Laptops, netbooks, tablet computers and Portable Digital Assistants (PDAs) 
– Portable USB devices for storage (such as “thumb drives” and MP3 devices) and for connectivity (such as 

Wi-Fi, Bluetooth and HSDPA/UMTS/EDGE/GPRS modem cards) 
– Digital cameras 
– Radio frequency identification (RFID) and mobile RFID (M-RFID) devices for data storage, identification and 

asset management 
– Infrared-enabled (IrDA) devices (printers, smart cards, etc.) 

• The most recent figures estimated that every year in the UK, identity fraud costs more than 
£2.7 billion and affects over 1.8 million people*. 

• Every year, we share more of ourselves online. 

• Each time we do this, we place our data and our faith in the security measures taken by those 
managing it on our behalf 

* UK National Security Strategy, October 2010 
* * National Fraud Authority, October 2010  
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Fraud News… 

“While another drop in fraud is good news, the crooks haven’t 
shut up shop, which is why there can be no room for 
complacency from the industry, shops or consumers.” 

DCI Paul Barnard 
Head of the Dedicated Cheque and Plastic Crime Unit 

Crooks still got away with £1million/day. 
 
 

Compared to a 28% fall in 2009. 

Compared to a 19% drop in 2009. CNP fraud 
remains by far the biggest category. 

  
Debit and credit card fraud fell by nearly 

£75M in 2010 to the lowest level for 
a decade. 

This represents a 17% drop to £365M 

Phone, internet and mail-order fraud 
(Card Not Present) fell 15%. 

Source: UK Cards Association, March 2011 
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That said, whichever way you cut it, achieving PCI DSS compliance is a significant 
undertaking for any business. When first approaching the process, many describe it 
as overwhelming, confusing and a little daunting in terms of the time, resource and 
budget it seems to take. It’s no wonder many park the paperwork at the back of a 
bottom drawer… 
  
The good news is that help is at hand and if approached in the right way, becoming 
PCI DSS compliant does not have to be a painful process. Nor does it have to take as 
much time or effort as you may have been led to believe. The truth is that everyone 
involved in the PCI DSS process specifically, and in online payments in general, has a 
vested interest in creating a safe and secure environment for consumers. So there 
are plenty of people available that can help you achieve compliance. 

So I need to get compliant… 
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Choosing the right partners 
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Choosing the right partners 
 
As a very first step in simplifying merchant payment security endeavours, 
Barclaycard always advises retailers to seek PCI DSS compliant service providers 
(e.g. payment gateways, processors, managed hosting providers, shopping carts).  
 
But we understand that security can be tricky to navigate and businesses may not  
always have the in-house expertise to embed information security in their  
environments. As in everything, picking the right partners and advisers is key. 
  
The key partnership you need to consider when taking on PCI DSS compliance is a 
Qualified Security Assessor (QSA) 
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Choosing the right QSA for you 

The Qualified Security Assessor or QSA is by far your most important partner. They 
are the trusted advisor who guides you through the compliance process. They are 
there to help you define the scope of the project, to identify the controls that need to 
put in place, discover where the gaps are and essentially, calculate the cost of 
achieving compliance.  
  
The problem is that some merchants view them as auditors and approach the 
relationship as if that is what they are. This could not be further from the truth. PCI 
DSS is not an audit, it is an assessment and as such, the QSA is not an auditor who 
has been put on this earth to catch you out and make your life a misery. 
 
 In fact, quite the opposite is true. Their aim is to ensure that the burden of 
compliance is as light as possible and that you achieve your goal as quickly and 
efficiently as you can. Your relationship with the QSA should therefore be viewed as 
a partnership. After all you are in this together and have a joint responsibility to 
achieve a successful assessment. Their reputation quite literally depends on it. 
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Failure to properly assess a merchant can have dire consequences for a QSA. They 
will face fines and could be struck off the PCI SSC register. It is in their best interests 
to do the best job possible. 

 
To get the most out of a QSA it is important that they are the right people for you 
and your business. Like any external consultant, be it an accountant or solicitor, you 
have to feel comfortable that they have the knowledge and expertise necessary to 
do what needs to be done. They must also be available as and when you need them, 
which is likely to be a lot. Being thorough in your selection is vital. 
 

Here are some tips on what to look for: 
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Does the QSA Consultancy have the right credentials? 
 
There is no such thing as an independent QSA. They must all be part of a certified 
QSA Company. All certified QSA companies are listed on the PCI Security Standard 
Council’s website. You can find them here: 
  
https://www.pcisecuritystandards.org/approved_companies_providers/qsa_compan
ies.php 
  
Something that you should also look out for is whether the company is in 
remediation. Remediation usually means that one or a number of QSA’s from that 
company have failed to meet the PCI SSC Quality Assurance criteria for the 
production of a number of Reports of Compliance. 
 
This doesn’t necessarily mean that the company should be avoided but it is worth 
finding out what they are doing to put the situation right. 

https://www.pcisecuritystandards.org/approved_companies_providers/qsa_companies.php
https://www.pcisecuritystandards.org/approved_companies_providers/qsa_companies.php
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Is the QSA right for your business? 
Becoming a QSA is not something that is taken lightly. Before they can begin the 
training, candidates need to prove that they have the right technical background for 
the job. Once this has been proven they are taken through a training process that 
starts with an online evaluation. If the online evaluation is successfully completed, 
the QSA then has to complete face-to-face-training and a further assessment to 
qualify.  
  
Qualification is not the end of the process. Every QSA has to re-qualify every year 
and show that they are up-to-date with the latest improvements to the standard. 
Knowing their way around the standard is essential if they are to bring clarity to the 
scope of the project. The more they understand the standard the better their advice 
on the solutions you need to buy in and those you don’t. 
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Interpreter 
There is a fair amount of ambiguity in the standard and purposefully so. It is in effect 
a guide that highlights key areas of your business that you and your QSA should be 
investigating. Anyone that takes the guidelines literally is likely to miss important 
areas that could be exploited by hackers. You want someone who can interpret the 
guidelines and apply them in the best way possible to your business.  
 

Payment experience 
Payment specific experience is a must. It is important that the QSA understands how 
your payment systems work, how data moves through your organisation and then 
on to all your suppliers involved in the processing of payments. No avenue of 
investigation should be disregarded. 
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Industry expertise 
 
The QSA needs to be more than a security expert. They not only need a strong 
technical background but they must also have experience in payment systems and 
critically in your industry sector.  
 
The QSA should be prepared to spend the necessary time to understand the 
idiosyncrasies of your business and how they apply to the standard. There are 
industries that have greater complexities in their payment model that will offer 
different challenges. Airlines and hospitality are very complicated. Payments require 
a number of different steps. QSAs that have not experienced the nuances of these 
types of companies in the past will not know where the pitfalls are.  
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Communicator 
 
The personality of the QSA is also very important. The scoping will result in 
decisions, both budgetary and strategic, that need to be made at the highest level of 
your business. There is no doubt that the head of finance and the business owner, 
MD or CEO will need to be involved at some point. You need to feel comfortable that 
the QSA can communicate comfortably with everyone involved from the IT team to 
the Board. 
  

Networker 
 
True, the QSA has the ability to approve your RoC but the people who have the 
ultimate say on whether you achieve compliance are usually a rung higher up the 
food chain, e.g. your Bank or Credit Card Company. These relationships need to be 
effectively managed in order to get the final decision made quickly and efficiently. A 
QSA who does not have relationships with the acquirers or financial institutions will 
not be able to manage this final part of the process for you. The earlier these 
organisations are brought into the process, the better your compliance endeavours 
will be. Make sure your acquiring bank is involved early instead of just presenting 
them with a final RoC. 
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Does the QSA consultancy have their own agenda? 
Being suspicious of external consultants is only natural. While they are bringing in 
much needed skills and knowledge, you may feel that they will make you spend 
money on stuff that you don’t actually need. It is certainly worth finding out what 
else the QSA consultancy sells. They may have technical solutions that they can 
make available to you but these should not be offered upfront.  

 If during the compliance process it becomes obvious that you need a technical 
solution to enforce a control, then it may actually make sense to purchase what the 
QSA has. Dealing with one supplier is always simpler than having a number of 
partners. The QSA should be supplier agnostic. Their number one priority should be 
helping you to achieve compliance, not selling you ancillary services. 

 Make sure that your QSA is upfront about the other services that their consultancy 
offers and whether they also deal with other technology suppliers. In addition, when 
they have technical solutions to offer, make sure to ask what the alternative 
solutions would be. Your acquiring bank can also help with this and make sure you 
ask the right people before committing to a purchase. 
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The Top 5 Questions you must ask your QSA 
  
 
1. How many assessments has your company undertaken this year? 
More assessments mean more experience. The greater the experience the 
more likely they will be able to spot gaps and enable you to avoid pitfalls. 
  
 
2. How many assessments have you undertaken in our industry sector? 
Not having experience in your sector is not the end of the world but having 
it will make them eminently more qualified to help you. 
  
 
3. How many assessments have you undertaken for a company our size? 
Like you industry, your company’s technology infrastructure will have its 
own idiosyncrasies. You want someone that has experience dealing with a 
system of your complexity. 
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4. How long have you been with your consultancy? 
Make sure that the person has a good history with the consultancy and is not 
the type that moves from one business to another in quick succession. The 
last thing you want is for your QSA to leave half way through the process. 
  
 
5. What other services does you company provide? 
Remember it may not be a bad thing that your QSA consultancy has technical 
services that can help to make the process of updating your systems more 
efficient. What is important is that they can remain independent of these 
services and only offer them if they are relevant. 
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Building payment security 
into the fabric of your 
business 
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Common causes of a data breach 

The majority of breaches still occur because basic controls were not in place 
or because the security policies were not consistently implemented across 
the business. 
 
If vulnerabilities are apparent, it is almost certain that attackers will exploit 
them. Conversely, it is much less likely that they will spend time and effort if 
none are readily apparent. 

Source: 2009 Data Breach Investigations Report, Verizon  
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Common causes of a data breach 

• External: these originate from sources outside the business and include hackers and 
organised crime groups. Typically, no trust or privilege is implied for external parties. 
(74% of all breaches in 2008 ) 

• Internal: these originate from within the business and encompass staff (company 
executives, employees and contractors) as well as physical assets and information 
systems. Most insiders are trusted to a certain degree and some (IT administrators in 
particular) have high levels of access and privilege. (20% of all breaches in 2008) 

• Partners/ vendors/ third parties: these include any third party sharing a business 
relationship with the business. Exchanging information with those entities is the whole 
reason for the relationship and therefore some level of trust and privilege is usually 
implied between business partners. (22% of all breaches in 2008) 

 

Source: 2009 Data Breach Investigations Report, Verizon  
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Top tips for merchants 

1.   Don’t treat PCI DSS as an IT project: it requires continuous  commitment and 
organisational and cultural change.  

2.  Train staff at all levels (there will be various degrees of training, and don’t forget 
Board and Exco) and embed an Information Security culture within your 
organisation early.  

3.  Scope: Understand how card payments are currently processed (people, 
process and technology). Reduce the scope of the cardholder environment (the 
smaller, the easier)  

4.  There will be many quick wins derived by reviewing and changing business 
processes and historical practices that require little investment. If you don’t 
need cardholder information, don’t have it…  

5.  Develop a gap analysis between current practices and what is necessary to 
become PCI DSS compliant: the gap analysis and cardholder data flow 
mapping is the most important step. Also, the data flow mapping should be 
refreshed periodically (say, once a year or so).  

 

Prepare for change… 
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6.  Remove sensitive authentication data storage as a top most priority.  

7.  Prioritise Risk: Once SAD storage is addressed, address vulnerabilities in the 
Card Not Present environment (e-commerce and Mail Order/ Telephone Order). 
(This tip is for markets that have implemented EMV in their face-to-face 
environments). 

8.  Outsource to compliant third parties where possible… In the e-comm space, 
Level 1 PCI DSS compliant end-to-end e-comm Software as a Service (SaaS) is 
increasingly seen as a means of achieving compliance quicker and maximising 
RoI. And if not possible, tie down third parties (contractually).  

9.  Assess suitability/ Implement risk mitigation technologies (e.g. VbV, Secure 
Code, tokenisation, end-to-end encryption, etc.), whilst these are not DSS 
requirements, they will evidently improve security and reduce risk.  

10. If Compensating Controls are required ensure that all parties are engaged to   
agree the controls before implementation (merchant, QSA, acquirers)  

11.  Work in partnership with your acquirer and your QSA. 

Reduce risk… 

Top tips for merchants  
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Deploying cost effective strategies 
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Integrated – merchant owned payment application 

Integrated system 

• PIN Pad (Class A) device connected to till via a 
serial link. 

• Payment Application run and managed by 
merchant. 

• Separate authorisation and settlement 
processes. Corporate 

Network 

Merchant owned 
Payment Server 

Authorisation 

Settlement 
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Integrated – merchant owned payment application 
 
•Pros 

• Lower cost over the long term.  (Higher 
implementation costs, lower transaction 
fees (no middleman).  Look at total cost 
of ownership over the longer term.  
Typically 3 – 4 year cross over point. 

• Point-to-Point encryption solutions 
available which could potentially reduce 
PCI DSS scope (but waiting on PCI SSC 
P2P validation requirements) 

• Greater flexibility over deployment 
options and Value Added Services 

 

•Cons 

• Greater PCI DSS impact (storage of 
card data (settlement file) but could be 
minimised with proper segmentation 

• Higher risk because of PCI DSS impact. 

• Point-to-Point encryption validation 
requirements not known. 
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Integrated – outsourced payment server 

Internet 

Integrated system 

• PIN Pad (Class A) device connected to till via a 
serial link. 

• Payment Application managed by 3rd Party. 

• Separate authorisation and settlement 
processes. 

• Settlement process managed by 3rd Party on 
behalf merchant 

Corporate 
Network 

3rd Party 
Payment Server 

Authorisation 

Settlement 
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Integrated – outsourced payment server 
 
•Pros 

• Removes storage of card data from 
merchant environment 

• Rapid deployment through Type 
Approved solutions 

• Additional reporting and payment 
management capabilities above those 
currently offered by most acquirers 

• Point-to-Point encryption solutions 
available which could potentially reduce 
PCI DSS scope (but waiting on PCI SSC 
P2P validation requirements) 

• Potential PCI DSS scope reduction by 
outsourcing payment processing to a 
3rd party (depending on solution 
deployed P2PE, Tokenization) 

•Cons 

• Cost over the long term 

• Less flexibility over Value Added 
Services 

• Beware of vendor lock-in with 
tokenisation services. 
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Semi-integrated 

Internet 

Semi-integrated system.  Till connected to 
POS/PED (Countertop) (Class C) device via a serial 
link. 

• Till sends payment instructions to the POS/PED 
device 

• POS/PED device processes payment 

• POS/PED device communicates results of 
payment processing to till 

Corporat
e 
Network 

Serial Comms 
RS232 
USB 

LAN 
Ethernet 

LAN 
Ethernet 

N.B. Could be other 
communication types 

Integration middleware 
emerging 

Authorisation 

Settlement 
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Semi-integrated 
 
•Pros 

• Removes card data from the terminal 
and from the merchant environment (no 
settlement file) 

• Potentially simplifies integration with the 
till 

• Integration with till can be terminal 
agnostic 

• Connects directly to acquirer 

• IP terminals encrypt card data using 
SSL / TLS 

 

•Cons 

• Potential restriction on number of offline 
transactions 

• No on-line transaction management 
capability 
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Further help and information 
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Barclaycard PCI DSS Website (internet) 
www.barclaycard.co.uk/pcidss 
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Leaflets 
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Useful Links 
WHAT? WHO? LINK 

Barclaycard PCI DSS website Barclaycard http://www.barclaycard.co.uk/pcidss 

PCI Standard Security Council (SSC) web site PCI SSC https://www.pcisecuritystandards.org/ 

PCI DSS Standard and supporting documents 
available for download 

PCI SSC https://www.pcisecuritystandards.org/security_standards/pci_dss.sh
tml 

MasterCard Education Programme MasterCard http://www.mastercard.com/us/sdp/education/pci%20merchant%20e
ducation%20program.html  

AIS: Visa’s compliance programme VISA http://www.visaeurope.com/aboutvisa/security/ais/main.jsp 

MasterCard SDP programme MasterCard http://www.mastercard.com/us/sdp/index.html 

Self Assessment Questionnaire (SAQ) 
Instructions and Guidelines 

PCI SSC https://www.pcisecuritystandards.org/saq/instructions_dss.shtml#in
structions 

List of Approved QSAs PCI SSC https://www.pcisecuritystandards.org/pdfs/pci_qsa_list.pdf 

List of Approved ASVs PCI SSC https://www.pcisecuritystandards.org/pdfs/asv_report.html 

List of Certified Service Providers VISA http://www.visaeurope.com/documents/ais/pci_dss.pdf  

List of Certified Service Providers MasterCard http://www.mastercard.com/us/sdp/serviceproviders/compliant_servi
ceprovider.html 

List of Validated Payment Applications PCI SSC https://www.pcisecuritystandards.org/security_standards/vpa/  

http://www.barclaycard.co.uk/pcidss
https://www.pcisecuritystandards.org/
https://www.pcisecuritystandards.org/security_standards/pci_dss.shtml
https://www.pcisecuritystandards.org/security_standards/pci_dss.shtml
http://www.mastercard.com/us/sdp/education/pci merchant education program.html
http://www.mastercard.com/us/sdp/education/pci merchant education program.html
http://www.visaeurope.com/aboutvisa/security/ais/main.jsp
http://www.mastercard.com/us/sdp/index.html
https://www.pcisecuritystandards.org/saq/instructions_dss.shtml
https://www.pcisecuritystandards.org/saq/instructions_dss.shtml
https://www.pcisecuritystandards.org/pdfs/pci_qsa_list.pdf
https://www.pcisecuritystandards.org/pdfs/asv_report.html
http://www.visaeurope.com/documents/ais/pci_dss.pdf
http://www.mastercard.com/us/sdp/serviceproviders/compliant_serviceprovider.html
http://www.mastercard.com/us/sdp/serviceproviders/compliant_serviceprovider.html
https://www.pcisecuritystandards.org/security_standards/vpa/
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Contact information 

www.barclaycard.co.uk/pcidss 

Email: PCI.Taskforce@barclaycard.co.uk 
 
Board Member and Participating Organisation of the Payment 
Card Industry Security Standards Council 
 
Winner of ‘Information Security Team of the Year’  
SC Magazine Awards 2011 Europe 
 
Winner of the 2010 European Card Acquiring Forum (ECAF) 
Data Security Award for our PCI DSS merchant compliance 
programme 
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