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Executive summary

The following information and guidance is intended to provide key payment security advice 
to new or existing merchants who trade over the telephone. This information highlights the 
key areas organisations with call centre operations need to address in order to process card 
payments securely, and how best to protect their business and their customers from the 
risks of fraud.

Audience

This information and guidance is aimed at Company Owners, Financial Directors, IT Directors 
and Call Centre Managers of businesses processing card payments over the telephone.

Purpose

To help make sure merchants are not exposing themselves and their customers to the risks 
of fraudulent activity when processing card payments over the telephone.

Why telephone card payment security is important

In face-to-face environments, Chip & PIN has been the main fraud reduction driver, 
whilst risk mitigating technologies such as Verified by Visa have significantly helped 
in the e-commerce sector. Both face-to-face and e-commerce fraud rates have 
significantly reduced from these initiatives but there remains a limited amount of 
solutions that can fight fraud in the Mail Order/ Telephone Order (MOTO) space, 
resulting in a shift of card fraud towards MOTO.  

The Financial Conduct Authority in the UK as well as other regulatory bodies across 
Europe are requiring some companies to record and store telephone conversations 
in a range of situations. The Payment Card Industry Data Security Standard (PCI 
DSS), however, stipulates that the CVV2 (Credit Card Validation Value, or three-digit 
security code) cannot be kept post-authorisation, and full Personal Account Numbers 
(PANs) cannot be kept without further protection measures.

As such there is a risk that organisations who take customer credit card details over 
the telephone may be recording the full cardholder details, and therefore be  
in contravention of the mandatory requirements of the PCI DSS.
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Clarification of the PCI DSS Guidelines for Voice Recordings

The impact of PCI DSS has been far reaching and its goal to eradicate payment card data  
loss (malicious or otherwise) from the merchant environment is becoming a reality.

For all merchants, this requires appropriate measures to protect any systems that store, 
process and/or transmit cardholder data. This impacts on call recording management 
and storage and control of the agent/caller interface within the physical call centre space. 
Barclaycard and Visa Europe produced this fact sheet in order to clarify the PCI DSS 
guidelines on voice recordings and to promote consistency in the  merchants and 
Qualified Security Assessor (QSA) population.

Recap: The PCI DSS FAQ

Are audio/voice recordings containing cardholder data and/or sensitive 
authentication data included in the scope of PCI DSS?  FAQ 5362

This response is intended to provide clarification for call centres that record cardholder 
data in audio recordings, and applies only to the storage of card validation codes and 
values (referred to as CAV2, CVC2, CVV2 or CID codes by the payment brands).

It is a violation of PCI DSS requirement 3.2 to store any sensitive authentication data, 
including card validation codes and values, after authorization even if encrypted. 

It is therefore prohibited to use any form of digital audio recording (using formats such as 
wav, mp3 etc) for storing CAV2, CVC2, CVV2 or CID codes after authorization if that data 
can be queried; recognizing that multiple tools exist that potentially could query a variety 
of digital recordings.

Where technology exists to prevent recording of these data elements, such technology 
should be enabled.

If these recordings cannot be data mined, storage of CAV2, CVC2, CVV2 or CID codes after 
authorisation may be permissible as long as appropriate validation has been performed. 
This includes the physical and logical protections defined in PCI DSS that must still be 
applied to these call recording formats. 

This requirement does not supersede local or regional laws that may govern the retention 
of audio recordings.

What this means: Essentially, the Card Verification Value2 (CVV2) must not be retained 
post authorisation. In any event, and as a last resort, where a CVV2 is retained it must be 
held subject to additional security controls to meet the intent of the PCI DSS, but always 
via a compensating control.
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PCI DSS requirements for stored cardholder data

In general, no cardholder data should ever be stored unless it’s necessary to meet the needs 
of the business. Sensitive data on the chip or magnetic stripe must never be stored. If an 
organisation stores the Primary Account Number (PAN), it is crucial to render it unreadable 
(see PCI DSS requirement 3.4). Organisations also must comply with requirements 3.1. to 
3.7 of the PCI DSS.

It is important to understand the various elements that are classified as cardholder data,  
and especially what constitutes sensitive authentication data.

The following table gives a summary of the PCI DSS guidelines for cardholder data element:

What this means: essentially, sensitive authentication data must not be retained post 
authorisation (Req. 3.2), and for telephone operations, this means the CAV2/ CVC2/ CVV2/ 
CID that may be taken during a telephone call.

Type of Data Data Element
Storage 

Permitted
Protection 
Required

Rendered 
Unreadable**

Cardholder 
Data

PAN Yes Yes Yes

Cardholder Name Yes Yes No

Service Code Yes Yes No

Expiration Date Yes Yes No

Sensitive 
Authentication 

Data

Full Magnetic Stripe Data No N/A N/A

CAV2/ CVC2/ CVV2/ CID No N/A N/A

PIN/ PIN Block No N/A N/A 

Where to start

The following page shows the process a merchant should follow when assessing the 
risk for their call centre operations and aims to further clarify the FAQ above.
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Decision Process for Voice Recordings

Does  
call recording contain  

Sensitive Authentication  
Data

Comply with PCI DSS Call 
Recording Requirements

Do agents take  
card details over  

the phone?

Are calls  
recorded?

Look to eliminate storage of 
Sensitive Authentication Data 
(SAD) in call recordings post 

authorisation

Able to eliminate  
storage of SAD in call 

recordings?

Are the recordings  
in digital format?

Document Compensating Control, validate 
adequacy of controls, ensure recordings are  

not queriable, etc

Gain Acquirers consent to Compensating Control

Implement Compensating Control

Gain final approval of Acquirer to determine that deployment was
1) as intended

2) executed appropriately with no additional risk to the cardholder data

Call recordings must be protected in accordance  
with al the applicable PCI DSS requirements.

Storage of SAD currently permissible for analogue 
recording but must be protected in accordance with all 
the applicable PCI DSS requirements and must not be 

queriable. Compensating control must be documented.

Is other card  
data recorded?

Important Note 
Before considering this part of the process, every 
possible effort must be made to ensure that the 
requirements cannot be satisfied (above the dotted 
line) and a thorough justification must be provided 
to the acquiring bank.

A compensating control in this area is a last resort 
and the preferred outcome is always elimination 
of SAD from call recordings.

Document reason why SAD 
cannot be removed, perform 

a risk assessment and 
treatment of historical data.

Note: if payments via another channel  
are accepted in the same environment, 
scope should be reviewed.

Note: the call recording FAQ addresses 
data at rest, for completeness, we remind 
merchants of the need to secure data 
sent over public networks (Req. 4).

PCI DSS requirement  
4 may apply.

Out of scope

YES

NO

YES

YES NO

NO

YES

YES

NO

NO

YES NO
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Hints & tips for call centres (1)

Call centres will need to ensure that an appropriate retention policy is implemented 
and maintained. 

This is part of PCI DSS requirement 3.1 and 3.2 and may include:

• Ensuring that payment card data is only stored when absolutely necessary, and that  
a disposal procedure is in place.

• Limiting the amount of time that card information is kept on the Quality Assurance  
(QA)/recording server and Customer Relationship Management (CRM) solution databases 
(both voice and screen recordings); it may be necessary for corporate governance, legal 
and QA departments to work out a compromise between what is needed to adhere to 
the PCI DSS and regulatory compliance requirements.

• Never allowing for the card validation code (referred to as CAV2, CVC2, CVV2, or CID) to 
be stored in a digital audio or video format (e.g. wav, mp3, mpg, etc.). If the QA/recording 
solution cannot block the audio or video from being stored, the code must be deleted from 
the recording after it is stored. If a call centre manager feels that there may be difficulty with 
achieving this, they must discuss this with their acquiring bank. The overriding preference  
is for the elimination of Sensitive Authentication Data from recorded audio and video,  
and compensating controls will only be considered in extreme circumstances.

Call centres will need to ensure that the PAN is masked when displayed (i.e. no more 
than the first 6 and last 4 digits should be displayed).

This is part of PCI DSS requirement 3.3 and may include:

• Only allowing access to the full PAN on a need-to-know basis.

• Segmenting contact centre operations so that a limited number of agents have access 
to payment card data; for example, payment card information can be entered by a sales 
agent, but a customer service representative may have access only to the masked PAN.

• Considering solutions where the agent does not have to enter card information into  
the system.

• If the above is not possible, requiring agents to enter payment card information as it is 
given to them and then mask the information once they verify its accuracy. This may 
mean sourcing agent desktop applications that can mask card information once it has 
been entered and verified.
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Call centres will need to ensure that cardholder information (and at a minimum, the PAN) 
is encrypted using strong cryptography when stored. 

This is part of PCI DSS requirement 3.4 and may include:

• Ensuring the data within the QA/recording and CRM solutions are encrypted using 
strong cryptography.

• Never allowing for the card validation code (referred to as CAV2, CVC2, CVV2, or CID) to 
be stored in a digital audio or video format (e.g. wav, mp3, mpg, etc.). If the QA/recording 
solution cannot block the audio or video from being stored, the code must be deleted from 
the recording after it is stored. If a call centre manager feels that there may be difficulty with 
achieving this, they must discuss this with their acquiring bank. The overriding preference is 
for the elimination of SAD from recorded audio and video, and compensating controls will 
only be considered in extreme circumstances.
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Hints & tips for call centres (2)

Call centres will need to ensure that transmission of cardholder data across public 
networks is encrypted. 

This is part of PCI DSS requirement 4 and may include:

• Using strong encryption protocols such as Transport Layer Security (minimum 
TLS v1.1) or Internet Protocol Security (IPsec) to provide secure transmission 
of data over the public network. This includes ensuring that each at home agent and 
supervisor is using a Virtual Private Network (VPN) with strong encryption protocols.

  • Ensuring that voice traffic is transmitted over a VPN into the corporate network   
  (Requirement 4.2)

  • Ensuring that the public network segment that carries screen and voice recording  
  is encrypted (Requirement 4.1)

  • Ensuring that at-home/ remote agents and supervisors encrypt their wireless
 networks using strong cryptography1 (Requirement 2.1.1 and 4.1.1). Please note 

that Wired Equivalent Privacy (WEP) protocol is no longer permissible for any 
new wireless implementations and will after 30th June 2010 (Requirement 4.1). 
Barclaycard recommends the use of WPA2.

• Making sure that the Voice over IP (VoIP) voice stream is encrypted whenever  
sent over an open or public network using strong encryption protocols.

  • If not using an enterprise VoIP-based telephone solution, requiring agents to use   
  analogue telephone lines when talking with customers;

  • At-home agents should not use consumer VoIP telephone systems because  
  they may not be encrypted (Requirement 4.2)

• Ensuring that payment card information is never sent over an unencrypted medium 
such as chat, SMS (Simple Messaging System)/text or email or other non-encrypted 
communication channels.

• Ensuring that stored recordings are not played back over a speaker phone if payment 
card information is included

• Preventing all screen and voice recordings that include payment card data from being 
sent to individuals without first being encrypted (Requirement 4.2 and Requirement 9.7)

1 Cryptography based on industry-tested and accepted algorithms, along with strong key lengths and proper  
 key-management practices.
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Hints & tips for call centres (3)

Call centres will need to ensure that proper user authentication is implemented for staff, 
agents and administrators. 

This is part of PCI DSS requirement 8.1 to 8.5 and includes:

• Restricting access to QA/recording and CRM data containing payment card data based 
on the user’s log-in account and corporate role; for example, providing screen recording 
play-back interfaces where the payment card information is displayed only to managers 
and compliance officers during legal discovery, and have it blacked out (masked) for all 
other supervisors and QA specialists (Requirement 8.5).

• Segmenting contact centre operations so that a limited number of agents have access 
to payment card data; for example, payment card information can be entered by a sales 
agent, but a customer service representative may have access only to the masked PAN.

• Ensuring at-home/ remote agents and supervisors use a two-factor authentication process.

• Ensuring that agents and supervisors do not share user IDs and passwords.

• Ensuring that at-home/remote agents are prohibited from copying, moving, and storing 
cardholder data onto local hard drives and removable electronic media when accessing 
cardholder data via remote-access technologies (Requirement 12.3.10).

Call centres will need to ensure that they adhere to an Information 
Security Policy. 

This may include:

• Developing daily operational security procedures that are consistent with all PCI-DSS 
requirements and clearly defining the responsibilities of all employees and contractors.

• Develop usage policies for critical employee-facing technology to define proper use  
of these technologies for all employees and contractors.

• Assigning an individual or team specific security responsibilities.

• Implementing a formal security awareness program so that all employees are conscious of 
the importance of payment card security and make sure that all employees and contractors 
are properly trained and knowledgeable about all security policies and procedures.

• Annually reviewing all security policies and procedures with all agents and require at-home 
agents to acknowledge the security requirements as part of their daily sign-in process

• Barclaycard recommends monitoring of at-home/ remote agents more often than  
in-house agents, in addition to screening of potential employees prior to hiring to 
minimise the risk of attacks from internal sources (as covered by requirement 12.7).  
In any instance, call centre managers should ensure that controls are implemented  
to monitor policy compliance for on-site, remote and at-home users. 
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Hints & tips for call centres (4)

If encryption is proposed, tapes or disk drives (if using VOIP recording systems) 
used to record the information must be clearly labelled, inventoried and encrypted 
following PCI DSS encryption guidelines.

• Pay particular attention to sensitive authentication data, storage is not permitted.

• Access to the physical tapes as well as logical access to the product used to record the 
calls should be restricted.

• All interaction with the recordings should be logged.

• Storage and backup of the recording solution must not become a backdoor to this solution. 
Organisations must satisfy themselves with the supplier’s recommended process for data 
backups and archiving.

• A destruction policy should be put in place such that recordings are not kept any longer 
than necessary. If call centre operates in the UK, this also helps you meet the 5th principle of 
the UK Data Protection Act 1998: “Personal data processed for any purpose or purposes 
shall not be kept for longer than is necessary for that purpose or those purposes.”

• It is advisable to find a call recording product allowing you to track logical and physical 
access to media containing data. It should also provide encryption features, strong 
authentication and detailed reporting and logging.

• Work with your QSA and your acquiring bank to put in place a compensating control that 
fits your business model and maintains the highest security levels. If required, you will need 
to demonstrate that due to regulatory requirements.

Finally, call centres should also consider the following:

• Ensuring that at-home agent and supervisor PCs have personal firewalls installed and 
operational (Requirement 1.4)

• Ensure that at-home agents and supervisor PCs have the latest version of the corporate 
virus protection software and definition files (Requirement 5.1)

• Ensure that at-home agent and supervisor PCs have the latest approved security  
patches installed (Requirement 6.1).

• Requiring agents and supervisors to use only company-supplied systems  
(Requirement 12.3)
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What to ask your call centre provider

How does the call centre system help you comply with the PCI DSS guidelines 
and how does it automatically remove sensitive credit card information from 
recorded calls?

If you take credit card details over the phone, ask your supplier to prove that they 
are “PCI DSS compliant” and to explain how they remove sensitive authentication 
data from their recordings, automatically (with no manual intervention by your staff). 

How will the call centre system comply with any future changes in legal 
regulations or codes of practice?

It is important that any call recording system purchased now can cope with future 
changes in the law, regulations and industry best practice. Organisations need to 
ensure that their recording system is as future proof as it can be. Suppliers must 
be able to prove that regardless of any constraints or changes the government, 
Financial  Conduct Authority (FCA) or any other body may require for call recording 
solutions, their system is flexible enough to adapt.

If your call centre system is not compliant with the standard, what liability 
is your supplier prepared to take in the event of a data compromise due to 
vulnerabilities on their system? 

You should discuss with your Acquirer how they can help you with defining 
contractual clauses with your service provider.
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Barclaycard: innovation and responsibility

Barclaycard has always been known for innovation, not only were we first to introduce 
credit cards in 1966 & contactless technology in 2007, we also continually invest in 
technology in order to remain ahead of our competitors and enhance our service to 
customers.

Our brand is trusted by more than 10.4 million customers, with one in five credit cards in 
the UK being a Barclaycard, recognising that we are a responsible lender, adapting and 
improving our products and services to help our customers, as well as helping retailers 
acquire payments and meet their business objectives with easy to set up and cost-effective 
acquiring packages. We are also a responsible business by treating our people, our local 
communities and the environment well.

Barclaycard continues to lead the way in payment security:

• PCI Security Standards Council Board of Advisors member 

• PCI SSC Participating Organisation 

• Dedicated Payment Security Team 

• Online resources 

• Publications 

 
 
 
About Visa Europe
  

Visa Europe is owned and operated by over 4,000 European member banks and was 
incorporated in July 2004. In October 2007, Visa Europe became independent of the 
new global Visa Inc., with an exclusive, irrevocable and perpetual licence in Europe. As a 
dedicated European payment system it is able to respond quickly to the specific market 
needs of European banks and their customers - cardholders and retailers - and to meet 
the European Commission’s objective to create a true internal market for payments.

Visa enjoys unsurpassed acceptance around the world. In addition, Visa/PLUS is one of  
the world’s largest global ATM networks, offering cash access in local currency in over 
170 countries. For more information, visit www.visaeurope.com
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References

Barclaycard payment security and PCI DSS Information 
www.barclaycard.co.uk/pcidss

Payment Card Industry Security Standards Council 
www.pcisecuritystandards.org

Visa downloads and resources (where vulnerability guidance can also be found) 
www.visaeurope.com/receiving-payments/security/downloads-and-resources 

Contact us

For more information on this paper and other payment security matters please email

PCI.Taskforce@barclaycard.co.uk

datasecuritystandards@visa.com 




